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Programme specification

1. Overview/ factual information

1. BSc (Hons) Information Technology and Computing
(360 Points)
e BSc (Hons) Information Technology and
Computing
e BSc (Hons) Information Technology and
Computing (Computer Science)
e BSc (Hons) Information Technology and
Computing (Networking & Security)
e BSc (Hons) Information Technology and
Computing (Web Development)
e BSc (Hons) Information Technology and
Computing (Computing with Business)
e BSc (Hons) Information Technology and
Computing (Data Science)
e BSc (Hons) Information Technology and
Computing (Cyber Security)
e BSc (Hons) Information Technology and
Computing (Artificial Intelligence)
Programme/award title(s) 2. Diploma of Higher Education in Information
Technology and Computing (240 points)
e DipHE IT & Computing
DipHE IT & Computing (Computer Science)
DipHE IT & Computing (Networking & Security)
DipHE IT & Computing (Web Development)
DipHE IT & Computing (Computing with
Business)
¢ DipHE IT & Computing (Data Science)
e DIpHE IT & Computing (Cyber Security)
e DIpHE IT & Computing (Artificial Intelligence)
3. Certificate of Higher Education in Information
Technology and Computing (120 points)
e CertHE IT & Computing
e CertHE IT & Computing (Computing with
Business)
e CertHE IT & Computing (Data Science)
o CertHE IT & Computing (Cyber Security)
e CertHE IT & Computing (Artificial Intelligence)

Teaching Institution Arab Open University (AOU)

Awarding Institution The Open University (OU)

Date of first OU validation 2003

Date of latest OU

(re)validation 29 April 2017

Next revalidation June 2021

Credit points for the award 360 points
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UCAS Code

HECoS Code

ITC Pathway

100403 — mathematics

100367 - computing and information technology
Computer Science

100403 — mathematics

100366 - computer science

Network and Security

100403 — mathematics

100365 - computer networks

Web Development

100403 — mathematics

100375 - Web and multimedia design
Computing with Business

100403 — mathematics

100367 - computing and information technology
100361 - business information systems

Cyber Security

100376 - computer and information security (Major/50%)
100365 - computer networks (Major/50%)
Artificial Intelligence

100403 — mathematics

100359 - Artificial intelligence

100992 - machine learning

Data Science

100406 - statistics (Major/34%)

100403 - mathematics (Major/33%)

100367 - computing and information technology
(Major/33%)

LDCS Code (FE Colleges)

Programme start date and
cycle of starts if appropriate.

September 2021

Underpinning QAA subject
benchmark(s)

Subject Benchmark Statement of Computing 2019 by
Quality Assurance Agency for Higher Education's
(QAA's), refer to
https://www.qaa.ac.uk/docs/gaa/subject-benchmark-
statements/subject-benchmark-statement-
computing.pdf?sfvrsn=ef2¢881 10

Subject Benchmark Statement Mathematics, Statistics
and Operational Research 2019
https://www.gaa.ac.uk/docs/gaa/subject-benchmark-
statements/subject-benchmark-statement-mathematics-
statistics-and-operational-research.pdf

Other external and internal
reference points used to

For apprenticeships, the

standard or framework

against which it will be
delivered.

inform programme outcomes.

External:

e Computer Science Curricula 2013, ACM-IEEE
Computer Society
https://www.acm.org/binaries/content/assets/e
ducation/cs2013 web final.pdf
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e Cyber Security Curricula 2017, ACM-IEEE Computer
Society -
https://www.acm.org/binaries/content/assets/educati
on/curricula-recommendations/csec2017.pdf

e OU, UK Website : www.open.ac.uk
The Future of Jobs Report 2020-World Economic
Forum https://www.weforum.org/reports/the-future-
of-jobs-report-2020

Internal:

e AOU Mission, Vision and Values -
https://www.arabou.edu.kw/university/Pages/vision-
and-mission.aspx

e Learning and Teaching Strategy, Arab Open
University https://www.arabou.edu.kw/blended-
learning/Pages/about.aspx

e The Bachelor Degree Award Requirements Bylaws,
Arab Open University
https://www.arabou.edu.kw/university/Documents/Re
gulations/student/en/The%20Bachelor%20Degree%
20Award%20Requirements%20Bylaws.pdf

e The Bachelor Award Examinations and Assessment
Bylaws, Arab Open University
https://www.arabou.edu.kw/university/Documents/Re
gulations/student/en/The%20Bachelor%20Award%?2
OExaminations%20and%20Assessment%20Bylaws.

pdf

Professional/statutory
recognition

Recognised by Ministries of Higher Education in KSA,
Kuwait, Lebanon, Egypt, Oman, Jordan, Bahrain, Sudan,
Palestine and validated by Open University Validation
Partnerships (OUVP), UK.

For apprenticeships fully or
partially integrated
Assessment.

N.A.

Mode(s) of Study (PT, FT, DL,
Mix of DL & Face-to-Face)
Apprenticeship

Blended Learning

Duration of the programme
for each mode of study

Full time [3.5 - 12] Years

Dual accreditation (if
applicable)

e The Open University (OU), United Kingdom
e The Arab Open University (AOU), accredited from
the Ministry of Higher Educations (MoHESs)

Date of production/revision of
this specification

12 April, 2021
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The Open
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2. Programme Aims and Objectives

2.1 Educational aims and objectives

2.1.1 Educational aims and objectives of the Information Technology and Computing
(ITC) programme

The Information Technology and Computing (ITC) programme has been designed and
developed to provide a high-quality programme of study to students at the Faculty of
Computer Studies (FCS), Arab Open University (AOU). The design and development of this
programme have been taken into consideration the guidelines provided by professional
standard bodies, including the QAA, UK (QAA2019) and the curriculum guidelines of ACM-
IEEE 2013 and 2017 in addition to the up-to-date prospectus of the Computing and
Information Technology provided by the Open University-UK. Hence, this programme will
enable the students at FCS, AOU to fulfil the standards expected of the ITC graduates. The
flexibly structured ITC programme has the following overall aims to:

e Provide students with a sound grasp of essential principles of hardware based,
software based or systems-based technologies.

e Provide students familiarity with a variety of modern programming languages and the
underlying principles of programming paradigms- functional, object oriented, logical
etc.

e Enable students to solve scientific problems, along with appreciation for mathematical
and scientific methods which will provide lifelong support to their carrier.

e Enable students to apply their knowledge and skills in a broad range of ITC related
industries and organisations.

e Prepare students for employment in a wide range of firms, including communication
systems, software engineering, networking and Security or web technologies.

e Enhance students’ experience in communication, time management, analysis and
problem solving.

o Develop students’ skills for working in a team to tackle an appropriate development
task and accomplish projects to demonstrate their ability to undertake a substantial
piece of work.

2.1.2 Educational aims and objectives of the Information Technology and Computing
(ITC) Pathway

This flexibly structured pathway has the following overall aims:

e Provide students with up-to-date principles and concepts of system based
technologies, including hardware and/or software based systems.

e Enable students to apply their knowledge and understanding appropriately in
activities such as analysis, abstraction, problem-solving, design, development and
testing in a wide range of industries and organisations.

e Prepare students for employment in the field of ITC, including developing, integrating,
and/or maintaining software and/or hardware based systems.
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e Equip students with appropriate cognitive, key, practical and professional skills,
including the skills needed to undertake lifelong learning in their chosen professional
field.

e Enhance students’ experience in communication, time management, analysis and
problem solving related to ITC systems.

o Develop students’ skills for working in a team to tackle an appropriate development
task and accomplish projects to demonstrate their ability to undertake a substantial
piece of work.

2.1.3 Educational aims and objectives of the Computer Science (CS) Pathway

Professionals working in the software industry at large bring many different kinds of expertise
to their work environment. The aim of the Computer Science (CS) Pathway is to equip the
student with the knowledge and skills he/she will need to take part in software related
industry. In particular, our aim is to give the student:

e A grasp of computer science and of modern computer systems.

e Strong skills in software engineering, strategy and project management in addition to
multimedia technologies.

e The ability to understand and work in software systems that are now being
constructed and used, including distributed Internet systems, intelligent systems and
databases.

e Essential skills required for software development and maintenance, such as
analysis, design, programming and evaluation are built and maintained.

e A familiarity with a variety of modern programming languages and the underlying
principles of Programming paradigms-functional, object oriented, logical, etc.

e An ability to solve scientific problems, along with appreciation for mathematical and
scientific methods which will provide lifelong support to their carrier.

e An ability to work with other people in a team, communicating computing ideas
effectively in a verbal and written manner.

e The qualities that come with being a graduate such as: specialist knowledge,
intellectual self-confidence and independence, analytical ability and the life-long
learning skills needed to keep up with fast-changing technologies.

2.1.4 Educational aims and objectives of the Web Development (WD) Pathway

This pathway has the following overall aims to:

e Provide students with a wide umbrella of up-to-date knowledge and understanding of
Web based solutions, Internet of things and Cloud Computing.

e Prepare students to integrate the principles, concepts and techniques associated with
web application/solutions, including the analysis, design and development processes
involved.

o Provide the students with the necessary tools and methodologies, to construct,
design and implement up-to-date web solutions; to enable them to carry out a project
in web development that applies and extends their knowledge and understanding.
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Provide the students with the skills to be able to use the latest programming,
networking and human-computer interaction methods for designing and developing
advanced web applications.

Provide students with the required skills that enable them to consider and understand
the potentials and limitations of web based systems.

Enable the students to work with other people in a team, communicating ideas
effectively in a verbal and written manner.

Provide the student with the qualities that come with being a graduate such as:
specialist knowledge, intellectual self-confidence and independence, analytical ability
and the life-long learning skills needed to keep up with fast-changing technologies.

2.1.5 Educational aims and objectives of the Networking and Security (N&S) Pathway

Networking and Security are disciplines that are closely intertwined and that undergo fast
technological advances. The N&S Pathway aims to prepare the students for a professional
career in these areas. It has the following overall aims to:

Enable students to develop knowledge and understanding of the fundamental
concepts and technologies related to Networking and Security.

Prepare students to apply, creatively and responsibly, their knowledge and
understanding of networking systems and security techniques in activities such as:
the critical analysis of these systems; effective planning, administration, and
management of such systems; the proposal and planning of enhancements to these
systems; the objective evaluation of the use of such systems.

Enable students to make reasoned arguments concerning the wide range of issues
and challenges faced by networking and security systems.

Prepare students for professional work in the fields of networking and security by
providing them with the skills and capabilities needed to undertake lifelong learning
and to keep their knowledge and understanding up to date.

Enable the student to work with other people in a team, communicating ideas
effectively in a verbal and written manner.

Prepare students to not only be employed as Network related specialist, but also a
Security specialist such as, Cyber Security Analysts, etc.

Provide the student with the qualities that come with being a graduate such as:
specialist knowledge, intellectual self-confidence and independence, analytical
ability and the life-long learning skills needed to keep up with fast-changing
technologies.

2.1.6 Educational aims and objectives of the Computing with Business (CwB) Pathway

Computing and Business are disciplines that have become closely intertwined through the
world of work. The aim of the Computing and Business pathway is to equip the student with
the knowledge and skills the student will need to take part in the management and execution
of computer-related projects in a business setting. In particular, it has the following overall
aims to:
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e Provide the students a grasp of the key concepts of computing and of modern
computer systems, especially in Business context.

e Provide the students an acquaintance with all facets of the world of business:
markets, organizations, processes, strategies, policies and decision-making, etc.,
along with the role of ITC.

e Prepare the students to understand the types of software systems that are now being
constructed and used in business and management fields such as, e-commerce
systems, Management Information systems, ERP solutions, Human Capital
Management, data analytics, etc.

e Provide students with essential skills required for software development and
maintenance, such as analysis, design, programming and evaluation are built and
maintained.

e Prepare the students to develop key business skills of communication, presentation
and team working.

e Enable students to acquire the qualities that come with being a graduate: specialist
knowledge, intellectual self-confidence and independence, analytical ability and the
life-long learning skills needed to keep up with fast-changing technologies.

2.1.7 Educational aims and objectives of the Artificial Intelligence (Al) Pathway

Artificial Intelligence Pathway provides a strong theoretical infrastructure, along with deep
technical focus to ensure that graduates have the right combination of theoretical background
and technical ability. This uniqgue combination of theoretical knowledge and technical
capabilities are equipped to enjoy significant rewards in the world’s most challenging industry.

Professionals working in the software industry at large bring many kinds of expertise to their
work environment. The aim of the Al Pathway is to equip the student with the knowledge and
skills he/she will need to take part in software related industry. Al Pathway aim is to:

e Prepare students for a professionally proven career able to meet industry demand for
high calibre graduates in the domain of Computing and Atrtificial Intelligence as well
as their related fields.

¢ Provide students with necessary knowledge in Mathematics and Computing to enable
their depth and breadth study in the Artificial Intelligence fields.

e Develop students’ theoretical and practical skills over a broad range of Artificial
Intelligence key areas together with a knowledge of currently available tools and
technologies.

e Build the students’ practical and analytical skills required for software development,
such as analysis, design, implementation, evaluation and maintenance.

e Develop students’ legal background and ethical standards to become a responsible
and socially aware information technology professional.

e Nurture student’s confidence and transferable skills in communication, self-learning,
scientific research, problem-solving, critical thinking, as well as being efficiently able
to work in a team and as an individual.
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2.1.8 Educational aims and objectives of the Data Science (DS) Pathway

Data Science is a new field that is still evolving and spreads across a wide range of discipline
areas based in the enabling disciplines of computer science, statistics and applied
mathematics. There is a need for universities to offer curriculum to equip employees with the
multi-skilled data talent which employers are increasingly seeking. There is a growing
demand for Data Scientists in both public and private sectors to identify and solve complex
business problems. The emergence of Data Science, has recently led to a surge of demand
globally for relevant courses, typically at the interface between Statistics and Computer
Science with much of that demand coming from mature students wishing to up-skill in mid-
career.

The graduate of this pathway will acquire a deep understanding of statistical and machine
learning methods, programming and software development, algorithms and data structure.
The graduates will develop expertise in communicating and visualizing data, including to non-
specialists, and skills in thinking critically about the possibilities and limits of big data. The
graduates will learn theories and techniques that will equip you with a range of skills to
analyse complex data and guide evidence based decision and policy making across a range
of public and private businesses. Together with developing knowledge and understanding of
the fundamental concepts, techniques and technologies, and issues involved in their
application, the DS Pathway aims to:

e Enable the student to keep ahead in a rapidly changing subject area by helping
him/her to develop as an independent learner

e Develop relevant skills in communication and problem solving

e Imbue the qualities that come with being a graduate in any subject: specialist
knowledge, intellectual self-confidence and independent, analytical ability and the
life-long learning skills needed to keep up with fast-changing technologies and
techniques

e Develop the capability to work with abstract concepts

e Develop in depth understanding of the key technologies in data science, business
analytics, data mining, machine learning, visualization techniques, predictive
modelling, and statistics.

e Familiarise the students with mathematical techniques involving matrices, linear
algebra and calculus which are fundamental to applied mathematics and needed to
analyse data using advanced numerical analysis, optimisation, network and graph
theory

e Provide practical experience in the use of information and communication
technologies

e Contribute understanding of machine learning, artificial intelligence and computer
programming

e Give the ability to model real world situations and apply knowledge of statistics,
mathematics and computing to develop solutions to practical problems.

e Uphold ethical practices in professional and industrial projects and work
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2.1.9 Educational aims and objectives of the Cyber Security (CyS) Pathway

Cyber Security Pathway provides a strong theoretical infrastructure, along with deep
technical focus to ensure that graduates have the right combination of theoretical background
and technical ability. This uniqgue combination of theoretical knowledge and technical
capabilities are equipped to enjoy significant rewards in the world’s most challenging industry.

The Cyber Security Pathway directly addresses the key challenges in cyber security and
cover the skills gap in the market. This programme is directly contributing to positioning the
University as the premier employment- focused and research informed institution, thus
allowing the University to make a positive impact on the economy, society and culture of the
MENA region and beyond through innovation and engagement.

The Cyber Security Pathway aims to provide graduates with an ability to:

e Acquire the necessary theoretical foundation and practical skills in the Cybersecurity
domain, which will enable them to work effectively in industry and prepare them for
postgraduate study.

e Evaluate and analyse a broad range of tools and techniques, which are at the
forefront of defined aspects of cybersecurity and an ability to exercise critical
judgement.

o Critically analyse and apply essential concepts, principles, practices, and research
showing effective judgement to frame questions and to solve problems.

e Investigate and critically evaluate arguments, assumptions, and data to identify the
root cause of computer-based malicious activity.

e Critically review and recognize the legal, social, ethical and professional issues
involved in Cyber Security and be guided by the adoption of their best practices.

e Undertake projects to a professional industry recognized standard, within Computer
Security, by the consistent application of development, management and evaluation
methods and techniques.

e Develop transferable skills necessary for employment including initiation,
commitment, time-management, decision making, documentation, presentation, and
the ability to communicate findings with both specialist and non-specialist audiences.

2.2 Relationship to other programmes and awards

(Where the award is part of a hierarchy of awards/programmes, this section describes the
articulation between them, opportunities for progression upon completion of the programme,
and arrangements for bridging modules or induction)

To obtain the BSc. (Hons) degree students must achieve 360 credit points.

Opportunities to transfer between ITC Programme Pathways
A Transition Plan has been prepared to enable students registered in the current ITC
Programme pathways to transition smoothly to the updated pathways after revalidation. Proper
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academic advising will be provided to such students to help them to achieve smooth transition
into updated pathways.

Employment Opportunities

Information Technology and Computing skills have become fundamental to the way we live,
work, socialize and play. This degree opens up the world of technology and an array of
exciting careers in a wide range of sectors — from systems and software industry, finance,
government, health, education and the ‘third sector’, to business, gaming, and commerce.

It will help the student to become a dominant player in the field of Computing and Information
Technologies; to analyse, develop, test, maintain, integrate and use hardware and/or software
or hybrid systems; to participate in innovating new solutions to meet specific market or
organisation needs. A choice of pathways through the degree will enable the students to
concentrate their studies on Information Technologies and Computing, Computer Science,
Web Development, Networking & Security or Computing with Business.

The ITC skills are in great demand in the Middle Eastern region, since it is a developing and
emerging region, which requires to build its IT. Also, there is a growing trend and awareness
amongst the countries of the Middle Eastern region in which AOU operates, to either shift away
from oil dependency or explore alternative avenues to create jobs for young generation of the
future. At the forefront of this trend is the focus on developing the “Knowledge Economy”,
which will require highly skilled ITC graduates. Hence, the graduates of our ITC programme
are expected to find employment opportunities both at their local developing sector as well as
in the international market.

Some of the key areas in which our graduates can find employment opportunities include the
following but not limited to:

Pathway Job Opportunities
e System modelling, analysis, e Mobile Technology
development and integration, o Software Designer/Developer
including hardware, software and Storage Management
ITC web-based systems ¢ Information Technology Analyst
e Cloud Computing Engineer e Information Technology Leadership
o Computer Network Specialist e Information Security Specialist
e Computer Support Specialist Software/Application Developer
e Database Administrator
o Software Developer e Database Administrator
o Computer Systems Analyst e Computer Hardware Engineer
cs o Web Developer ¢ Information Security Analyst
o Software quality assurance e Computer and Information Research
manager Scientists/ Systems Managers
¢ Data analyst o Full stack developer
e Security Analyst ¢ Network technical architects
N&S e Security Engineer ¢ Network technicians
e Security Architect e Network principals
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e Security Administrator Network administrators
e Security Software Developer Cryptanalyst
e Cryptographer Network and Security Consultant
o Applications developer database designer
e Game developer digital marketing
WD e Multimedia programmer graphics designer
¢ Web content manager multimedia production
e web application developer programmer
e website designer software developer
e Software Developer Systems Analyst
cwB e Applications Programmer Computer Sales Support
e Systems Programmer Database Administrator
e Multimedia Programmer IT Technical Support Officer
o Network designer Penetration Tester
e |T Network Security Computer Forensics Investigator
e Cyber Security Analyst Cryptographer
e Cyber Security Consultant Cyber Security Risk Analyst
CyS e Penetration & vulnerability tester Cyber Software Developer
e Cyber security manager/ Chief Security Officer
administrator Ethical Hacker
e Cyber security architect Threat Manager /Responder
e Security Auditor Network Administrator
o Applications Developer Designer in Human-Cantered
o Al Data Analyst/Engineer Machine Learning
o Applied Machine Learning Embedded Machine Learning
Engineer Engineer
e Big Data Engineer/Architect Machine Learning Operations
Al e Business Intelligence Developer (MLOps) Developer
e Cloud Computing Engineer Machine Learning Researcher
e Computational Linguist Data Scientist
 Computer vision engineer Research Scientist
e Security Analyst Engineer Robotics Scientist
e Data analyst Senior data scientist
e Data engineer Python developer (data scientist)
o Data scientist R developer (data scientist)
e Machine learning engineer System modelling, analysis
e Machine learning scientist development and integration,
e Applications architect including hardware, software and
DS e Enterprise architect web-based systems
e Data architect Software industry
¢ Infrastructure architect Network design, development and
e Business Intelligence (BI) maintenance
developer Storage management
e Statistician, Big data analytics

ITC programme specification and curriculum map 2021
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e Business analyst- data science ¢ Web development, internet of things,
e Senior associate - data scientist cloud technologies,
¢ Health informatics ¢ Financial sector including banking

2.3 For Foundation Degrees, please list where the 60 credit work-related learning takes
place. For apprenticeships an articulation of how the work based learning and academic
content are organised with the award.

NA

2.4 List of all exit awards

1. Certificate of Higher Education in Information Technology and Computing (120 points)

CertHE IT & Computing

CertHE IT & Computing (Computing with Business)
CertHE IT & Computing (Data Science)

CertHE IT & Computing (Cyber Security)

CertHE IT & Computing (Artificial Intelligence)

2. Diploma of Higher Education in Information Technology and Computing (240 points)

DipHE IT & Computing

DipHE IT & Computing (Computer Science)
DipHE IT & Computing (Networking & Security)
DipHE IT & Computing (Web Development)
DipHE IT & Computing (Computing with Business)
DipHE IT & Computing (Data Science)

DipHE IT & Computing (Cyber Security)

DipHE IT & Computing (Artificial Intelligence)
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3. Programme structure and learning outcomes
3.1 ITC Programme Pathways

3.1.1 ITC Pathway
Programme Structure
Compulsory modules Credit Optional Credit Is module Semester runs
points modules Hours compensatable? in
Level 0: Foundation Year including University and Faculty requirement
TM105 Introduction to Programming 15 Nil 4 NA
Level 1 | TM103 Computer Architecture and Organization 15 Nil 4 NA
(AOU) | 'MT131 Discrete Mathematics 15 Nil 4 NA A.Y. 2021-2023
Level 4 | MT132 Linear Algebra 15 Nil 4 NA
(OU) | M110 Python Programming 30 Nil 8 NA
TM112 Introduction to Computing and Information Technology 30 Nil 8 NA
Level 2 | M269 Algorithm, Data structure and Computability 30 Nil 8 NA
(ASU) M251 Object-Oriented Programming using Java 30 Nil 8 NA ALY, 2023.2024
Level 5 | TM255 Communication and Information Technologies 30 Nil 8 NA o
(OU) | T215B Communication and Information Technologies — Part B 30 Nil 8 NA
Level 3 | TM351 Data Management and Analysis 30 Nil 8 NA
(ASU) TM354 Software Engineering 30 Ni' 8 NA ALY, 2024.2025
Level 6 | TM355 Communications Technology 30 Nil 8 NA
(OU) | TM471 Graduation Project 30 Nil 8 NA
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Learning Outcomes — ITC Pathway

3A. Knowledge and understanding

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the ITC pathway should be able to:

Al. Describe and evaluate the principles, concepts and techniques
associated with the technology of computers and digital
communication systems, at both the individual component and the
system level, including use of appropriate models.

A2. Recognise the broad range of contexts in which computers and
digital communication systems are used and of the various ways in
which users interact with them.

A3. Outline the major trends and issues in Information Technology and
Computing.

A4. Integrate professionally the lifecycle of computing and IT systems,
including the integration of theory and practice to develop
specifications, designs, and implementations to solve novel
problems.

Learning and teaching strategy: Knowledge and understanding is acquired
from specially prepared teaching texts for majority of modules, supported by
self-assessment and in-text questions, reference texts, multi-media
packages, directed reading, computer mediated conferencing, web-based
resources, and video and audio recordings. Student learning is supported by
a tutor, who is the student’s first and main point of contact, answering their
queries, grading and commenting on their work.

AOU'’s learning/teaching strategy provides contact hours that are equal to
25% of the course credit hours. Thus, AOU students experience the benefits
of both the open and traditional university systems.

The ITC Pathway will be delivered through two complementary modes:

1. Face-to-face interactive tutorials, constituting 25% of course credit
hours.

2. Interactive self-learning delivered through specially designed teaching
and support materials that are conducive for self-learning, constituting
75% of course credit hours.
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Students work independently with the teaching materials but are encouraged
to form self-help groups with other students, communicating face-to-face,
email and computer conferencing.

Assessment Strategy: Assessment of the knowledge and understanding
components of the ITC Pathway is achieved through a combination of
continuous assessment and exams. These assessments are central to the
teaching of each module, enabling tutors to identify and comment on student
knowledge and understanding. Every major module comprises of:

= Tutor marked assignments (TMAS)
=  Midterm Assessment (MTA)
» Final Exam

However, other assessment mechanisms are used for specific modules and
graduation project.

3B. Co

nitive skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the ITC pathway should be able to:

B1. Evaluate and Differentiate between IT and Computing systems,
including hardware based, software based or system based
contexts.

B2.  Appraise and illustrate principles of ITC technologies for
abstracting, modelling, problem-solving, designing and testing in
the fields of Information Technology and Computing, being aware
of the limitations involved.

Learning and teaching strategy: Cognitive skills and processes are
introduced at a very simple level at Level 1, primarily via material specifically
designed to develop mathematical, programming and technological skills in a
progressive way. Although modules at Levels 2 and 3 continue this work,
there is significant variation between modules in the degree to which skills
are taught explicitly in the module materials.
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3B. Co

nitive skills

B3.  Distinguish the features and specifications of hardware based,
software based IT and Computing systems.

B4.  Critically analyse ITC systems’ processes and outcomes through
small projects.

Cognitive skills are promoted in the teaching materials via a range of activities
including self-assessment exercises, multi-media tasks and computer-based
investigations. They are supported by tutor led face to face discussions and
activities. Computer conferencing facilities provide an environment for
interaction bringing students, tutors and module team’s members together for
critical discussions and guidance. Tutor feedback aids the development of
these skills.

Assessment Methodology: Assessment of the cognitive skills of the
programme are achieved through a combination of continuous assessment:

Every major module comprises of:
= Tutor marked assignments (TMAS)
= Midterm Assessment (MTA)
=  Final Exam

The cognitive skills are assessed by questions asking for the application of
concepts in new situations for analysis, for synthesis, etc., In some modules,
this skill will be assessed using more open-ended design, investigative and
project activities.

However, other assessment mechanisms are used for specific modules and
graduation project
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3C. Practical and professional skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the ITC pathway should be able to:

Cl1.Design, develop, deploy and manage small computing and IT
projects.

C2.Examine, compare, compile, judge and choose IT computing
systems, according to particular demand.

C3.Plan and organize themselves and their work appropriately; keep
systematic records of work in progress and outcomes.

C4.Manage risk and complexity, including the ability to perform trouble
shooting in unstructured environments.

Learning and teaching strategy: Practical and professional skills are taught
cumulatively throughout the programme. Students are exposed to a variety of
introductory courses, which would lead to more advanced courses in ITC.
These skills are developed and enhanced through the teaching and
communication with the tutor. Modules will include supplementary material
that will enrich the learning experience and increase the knowledge learnt.
Some modules will adopt the practical hands-on approach that aim to develop
the student’s skills in the contexts of computation, testing and analysis. Some
modules will include specialised software and tools that will improve the
teaching strategy. Modules also provide study guides, assignment and project
guides and specimen examination papers. Feedback on assignments
provides individual tuition and guidance.

Students are taught this material through interactive classroom activities and
presentations. In writing their TMA, students make use of different electronic
resources such as the internet and the e-library. AOU has developed its e-
library through the addition of relevant databases which include academic
refereed journals, publications, and conference proceedings to support the
students in research based assignments.

Assessment Methodology: Assessment of the practical skills of the
programme is achieved through a combination of continuous assessment:

= Tutor marked assignments (TMAS)

=  Midterm Assessment (MTA)
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3C. Practical and professional skills

=  Final Exam

However, other assessment mechanisms are used for specific modules and
graduation project

3D. Key/transferable skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the ITC pathway should be able to:

D1.

D2.

D3.

DA4.

D5.

Demonstrate the ability to work independently and as part of a
team, gathering and evaluating different types of information,
identifying problems, developing and documenting solutions, and
making effective use of ICT for project management,
communication and collaboration.

Communicate and report professionally and effectively in an
Information Technology and Computing context.

Apply problem-solving skills in an Information Technology and
Computing context.

Critically analyse and use data and information effectively in
Information Technology and Computing context.

Exhibit proficiency in using the appropriate numerical
mathematical skills.

and

Learning and teaching strategy: Transferable skills are developed
throughout the programme. The skills of research, presentation, self-
reflection and communication are essential to all modules and are
increasingly developed as the student progresses throughout the pathway.
The interactive blended learning delivered through specially designed support
material helps students to enhance their own independent learning skills.
AOU expect students to naturally develop the skills of learning to learn as they
develop through the suite of modules, and this is drawn to their attention
through a combination of skills based assessment and tutor feedback during
face-to-face tutorials and feedback to assignments.

Level-1 and level-2 modules supports the students in acquiring basic skills
and level 3 modules expect students to show application of skills developed
earlier levels. Higher level modules aim to develop students’ ability to conduct
independent research using a variety of databases and websites, and to
develop group-working skills. As work becomes more complex at these
modules, students are tested on their abilities to respond positively to
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3D. Key/transferable skills

D6. Conduct own self learning to the extent that they are prepared for | feedback from a variety of audiences, as well as to manage increasingly large
lifelong learning after graduating. workloads.

Assessment Methodology: Assessment of the key skills of the programme
is achieved through a combination of continuous assessment:

= Tutor marked assignments (TMAS)
=  Midterm Assessment (MTA)
* Final Exam
In some cases the assessment is implicit, but where the relevant skills have

been taught in the related course material the assessment is generally
explicit.

However, other assessment mechanisms are used for specific modules and
graduation project
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3.1.2 CS Pathway

Programme Structure

Compulsory modules Credit Optional Credit Is module Semester runs
points modules Hours compensatable? in
Level 0: Foundation Year including University and Faculty requirements
TM105 Introduction to Programming 15 Nil 4 NA
Level 1 | TM103 Computer Architecture and Organization 15 Nil 4 NA
(AOU) ['\1T131 Discrete Mathematics 15 Nil 4 NA AY. 2021-2023
Level 4 | MT132 Linear Algebra 15 Nil 4 NA
(OU) | M110 Python Programming 30 Nil 8 NA
TM112 Introduction to Computing and Information Technology 30 Nil 8 NA
Level 2 |-M269 Algorithm, Data structure and Computability 30 N?' 8 NA
(AOU) | M251 Object-Oriented Programming using Java 30 Nil 8 NA
= TT284 Web Technologies 30 Nil 8 NA A.Y. 2023-2024
L?OV?JI)S TM298 Operating Systems 15 Nil 4 NA
TM240 Computer Graphics and Multimedia 15 Nil 4
Level 3 | TM351 Data Management and Analysis 30 Nil 8 NA
(ASU) TM354 Software Engineering 30 N?' 8 NA ALY, 2024.2025
Level 6 | TM358 Machine learning and Artificial Intelligence 30 Nil 8 NA
(OU) | TM471 Graduation Project 30 Nil 8 NA
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Learning Outcomes — CS Pathway

3A. Knowledge and understanding

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the CS pathway should be able to:

Al. Define and effectively use the key concepts of computer science.

A2.Recognise the methods and tools used to develop software
solutions.

A3. Explain the key concepts of software development, integration and
maintenance, including principles of requirements analysis, design
and programming.

A4. Describe the different approaches and methods/techniques of
representing, visualizing and extracting information from data,
including from the large data sets (Big Data).

A5. Integrate the key concepts related to Computer Science, including
algorithms, data structures, computability, object oriented
programming languages, Web technologies, Software Engineering,
development and testing of software systems.

A6. Discover and select novel solutions in a range of situations in which
computer science can be applied, the ways in which people interact
with computer science solutions, and the ethical, social and legal
problems that computer science can create and solve.

Learning and teaching strategy: Knowledge and understanding is acquired
from specially prepared teaching texts for majority of modules, supported by
self-assessment and in-text questions, reference texts, multi-media
packages, directed reading, computer mediated conferencing, web-based
resources, and video and audio recordings. Student learning is supported by
a tutor, who is the student’s first and main point of contact, answering their
queries, grading and commenting on their work.

AOU'’s learning/teaching strategy provides contact hours that are equal to
25% of the course credit hours. Thus, AOU students experience the benefits
of both the open and traditional university systems.

The CS Pathway will be delivered through two complementary modes:

1. Face-to-face interactive tutorials, constituting 25% of course credit
hours.
2. Interactive self-learning delivered through specially designed teaching

and support materials that are conducive for self-learning, constituting
75% of course credit hours.
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Students work independently with the teaching materials but are encouraged
to form self-help groups with other students, communicating face-to-face,
email and computer conferencing.

Assessment Strategy: Assessment of the knowledge and understanding
components of the CS Pathway is achieved through a combination of
continuous assessment and exams. These assessments are central to the
teaching of each module, enabling tutors to identify and comment on student
knowledge and understanding. Every major module comprises of:

= Tutor marked assignments (TMAS)
=  Midterm Assessment (MTA)
» Final Exam

However, other assessment mechanisms are used for specific modules and
graduation project.

3B. Co

nitive skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the CS pathway should be able to:

B1l. Interpret and analyse problems, and design & evaluate novel
solutions to them.

B2. Explain key software development concepts and apply them to
practical problems.

B3. Distinguish between a variety of software design and development
methods, tools and testing methodologies.

Learning and teaching strategy: Cognitive skills and processes are
introduced at a very simple level at Level 1, primarily via material specifically
designed to develop mathematical, programming and technological skills in a
progressive way. Although modules at Levels 2 and 3 continue this work,
there is significant variation between modules in the degree to which skills
are taught explicitly in the module materials.
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3B. Co

nitive skills

B4. Compare and contrast a variety of software development methods
and tools, identifying the best choices to apply to specific problems.

B5. Distinguish and appreciate the various roles, functions and
interactions of members of a software “solution” development team.

B6. Evaluate and analyse, as computational thinker, to provide efficient
computing solutions.

Cognitive skills are promoted in the teaching materials via a range of activities
including self-assessment exercises, multi-media tasks and computer-based
investigations. They are supported by tutor led face to face discussions and
activities. Computer conferencing facilities provide an environment for
interaction bringing students, tutors and module team’s members together for
critical discussions and guidance. Tutor feedback aids the development of
these skills.

Assessment Methodology: Assessment of the cognitive skills of the
programme are achieved through a combination of continuous assessment:

Every major module comprises of:
= Tutor marked assignments (TMAS)
= Midterm Assessment (MTA)
=  Final Exam

The cognitive skills are assessed by questions asking for the application of
concepts in new situations for analysis, for synthesis, etc., In some modules,
this skill will be assessed using more open-ended design, investigative and
project activities.

However, other assessment mechanisms are used for specific modules and
graduation project
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3C. Practical and professional skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the CS pathway should be able to:

C1.

Cc2.

Cs.
C4.

Cs5.

Plan, design, develop, test and evaluates computer science
applications.

Deploy modern software tools for construction of computer science
solutions and applications to solve practical problems.

Test and critically evaluate different software solutions.

Integrate computer science base component into a multidisciplinary
project.

Handle ethical, social and legal issues that may arise during
software development and use.

Learning and teaching strategy: Practical and professional skills are taught
cumulatively throughout the programme. Students are exposed to a variety of
introductory courses, which would lead to more advanced courses in CS.
These skills are developed and enhanced through the teaching and
communication with the tutor. Modules will include supplementary material
that will enrich the learning experience and increase the knowledge learnt.
Some modules will adopt the practical hands-on approach that aim to develop
the student’s skills in the contexts of computation, testing and analysis. Some
modules will include specialised software and tools that will improve the
teaching strategy. Modules also provide study guides, assignment and project
guides and specimen examination papers. Feedback on assignments
provides individual tuition and guidance.

Students are taught this material through interactive classroom activities and
presentations. In writing their TMA, students make use of different electronic
resources such as the internet and the e-library. AOU has developed its e-
library through the addition of relevant databases which include academic
refereed journals, publications, and conference proceedings to support the
students in research based assignments.

Assessment Methodology: Assessment of the practical skills of the
programme is achieved through a combination of continuous assessment:

= Tutor marked assignments (TMAS)

=  Midterm Assessment (MTA)
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3C. Practical and professional skills

=  Final Exam

However, other assessment mechanisms are used for specific modules and
graduation project

3D. Key/transferable skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the CS pathway should be able to:

D1.
D2.
D3.

DA4.
D5.

Organise their work independently, planning, monitoring, reflecting
on and improving your own learning.

Categorise work in a group, communicating effectively.
Investigate, find, assess and apply information from a variety of
sources, using the most suitable information technology solution
where necessary.

Apply numerical and analytical techniques to solve problems.
Critically analyse and effectively use data and information in
Computer Science concept.

Learning and teaching strategy: Transferable skills are developed
throughout the programme. The skills of research, presentation, self-
reflection and communication are essential to all modules and are
increasingly developed as the student progresses throughout the pathway.
The interactive blended learning delivered through specially designed support
material helps students to enhance their own independent learning skills.
AOU expect students to naturally develop the skills of learning to learn as they
develop through the suite of modules, and this is drawn to their attention
through a combination of skills based assessment and tutor feedback during
face-to-face tutorials and feedback to assignments.

Level-1 and level-2 modules supports the students in acquiring basic skills
and level 3 modules expect students to show application of skills developed
earlier levels. Higher level modules aim to develop students’ ability to conduct
independent research using a variety of databases and websites, and to
develop group-working skills. As work becomes more complex at these
modules, students are tested on their abilities to respond positively to
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3D. Key/transferable skills

feedback from a variety of audiences, as well as to manage increasingly large
workloads.

Assessment Methodology: Assessment of the key skills of the programme
is achieved through a combination of continuous assessment:

= Tutor marked assignments (TMAS)
=  Midterm Assessment (MTA)
* Final Exam
In some cases the assessment is implicit, but where the relevant skills have

been taught in the related course material the assessment is generally
explicit.

However, other assessment mechanisms are used for specific modules and
graduation project
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3.1.3 N&S Pathway

Programme Structure

Compulsory modules Credit Optional Credit Is module Semester runs
points modules Hours compensatable? in
Level 0: Foundation Year including University and Faculty requirements
TM105 Introduction to Programming 15 Nil 4 NA
Level 1 | TM103 Computer Architecture and Organization 15 Nil 4 NA
(ASU) MT131 Discrete Mathematics 15 Nil 4 NA ALY. 2021-2023
Level 4 | MT132 Linear Algebra 15 Nil 4 NA
(OU) | M110 Python Programming 30 Nil 8 NA
TM112 Introduction to Computing and Information Technology 30 Nil 8 NA
Level 2 | T216A Cisco Networking (CCNA)-A 30 Nil 8 NA
(AQU) T216B Cisco Networking (CCNA)-B 30 Nil 8 NA
= : - A.Y. 2023-2024
Level 5 | TM254 Managing IT: the why, the what and the how 30 Nil 8 NA
(OU) | M251 Object-Oriented Programming using Java 30 Nil 8 NA
Level 3 | T316 Advanced Networking 30 Nil 8 NA
(A(BU) T318 Applied Network Security 30 Nil 8 NA
- ) . - - A.Y. 2024-2025
Level 6 | T321: Operating System Server Administration 30 Nil 8 NA
(OU) | TM471 Graduation Project 30 Nil 8 NA
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Learning Outcomes — N&S Pathway

3A. Knowledge and understanding

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the N&S pathway should be able to:

Al.

A2.

A3.

Define, identify, and describe the fundamental concepts of security
at the level of policy and strategy in computer system, principles
and techniques associated with wired and wireless communication
networks, along with their underlying security challenges and
countermeasures, at both the individual component and the system
level. This includes topics such as computer system operation and
architectures; LANs; WLANs; WANSs; fixed and mobile telephone
networks; encoding; modulation; multiplexing; routing; switching;
protocols; standards; network management and reliability; security
and privacy.

Describe and evaluate the physical principles underlying computer
and digital communication networks, and the mathematical rules
governing security algorithms and protocols used in these
networks. Critically evaluate security techniques used to protect
system and user data.

Identify and describe the possibilities and limitations of computer
networking and security systems, together with the technological
and commercial compromises inherent in the design of such
systems.

Learning and teaching strategy: Knowledge and understanding is acquired
from specially prepared teaching texts for majority of modules, supported by
self-assessment and in-text questions, reference texts, multi-media
packages, directed reading, computer mediated conferencing, web-based
resources, and video and audio recordings. Student learning is supported by
a tutor, who is the student’s first and main point of contact, answering their
queries, grading and commenting on their work.

AOU'’s learning/teaching strategy provides contact hours that are equal to
25% of the course credit hours. Thus, AOU students experience the benefits
of both the open and traditional university systems.

The N&S Pathway will be delivered through two complementary modes:

1. Face-to-face interactive tutorials, constituting 25% of course credit
hours.

2. Interactive self-learning delivered through specially designed teaching
and support materials that are conducive for self-learning, constituting
75% of course credit hours.
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A4. Discover and select novel solutions in a range of situations in which
networking and security systems can be applied.

A5. Describe the interaction of social, historical, economic, political and
personal issues with networking systems and their corresponding
security measures.

A6. Identify the major trends in computer networking and security
technologies and recognise the implications of these trends.

Students work independently with the teaching materials but are encouraged
to form self-help groups with other students, communicating face-to-face,
email and computer conferencing.

Assessment Strategy: Assessment of the knowledge and understanding
components of the N&S Pathway is achieved through a combination of
continuous assessment and exams. These assessments are central to the
teaching of each module, enabling tutors to identify and comment on student
knowledge and understanding. Every major module comprises of:

= Tutor marked assignments (TMAS)
=  Midterm Assessment (MTA)
» Final Exam

However, other assessment mechanisms are used for specific modules and
graduation project.

3B. Co

nitive skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the N&S pathway should be able to:

B1l. Explain the key concepts related to networks (wired and wireless)
and security. Explain the significant issues such as security and
resilience, appreciate the role of firewalls, malware protection,
backup strategies etc.

B2. Interpret techniques for modelling, designing, developing, problem-
solving and testing of communication networks, computer systems
and their related security measures and protocols, being aware of

Learning and teaching strategy: Cognitive skills and processes are
introduced at a very simple level at Level 1, primarily via material specifically
designed to develop mathematical, programming and technological skills in a
progressive way. Although modules at Levels 2 and 3 continue this work,
there is significant variation between modules in the degree to which skills
are taught explicitly in the module materials.
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3B. Co

nitive skills

B3.

B4.

BS.

the limitations and challenges involved. This includes techniques
such as simulating, diagramming, optimising, and their associated
tools.

Explain, contrast and/or critically analyse and refine specifications
of proposals for and/or implementations of networking and
communication systems in addition to security techniques, making
use of technical literature, simulations and/or mathematical
modelling, as appropriate.

Express reasoned arguments about social, historical, economic,
political and personal issues, as they apply to computer networking
and security systems. Appreciate the role of humans in Cyber
Security as well as the different sources of threats and how to
mitigate against them.

Devise and organise project in networking and security.

Cognitive skills are promoted in the teaching materials via a range of activities
including self-assessment exercises, multi-media tasks and computer-based
investigations. They are supported by tutor led face to face discussions and
activities. Computer conferencing facilities provide an environment for
interaction bringing students, tutors and module team’s members together for
critical discussions and guidance. Tutor feedback aids the development of
these skills.

Assessment Methodology: Assessment of the cognitive skills of the
programme are achieved through a combination of continuous assessment:

Every major module comprises of:
= Tutor marked assignments (TMAS)
= Midterm Assessment (MTA)
=  Final Exam

The cognitive skills are assessed by questions asking for the application of
concepts in new situations for analysis, for synthesis, etc., In some modules,
this skill will be assessed using more open-ended design, investigative and
project activities.

However, other assessment mechanisms are used for specific modules and
graduation project
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3C. Practical and professional skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the N&S pathway should be able to:

C1l. Use appropriate simulation and modelling tools in order to
investigate, analyse, design, evaluate and/or test networking and
communication systems in addition to network security systems
and methods. Design systems that connect mobile devices and
undertake analysis of network traffic, storage media (cards,
disks) for evidence of misuse.

C2. Plan and organise themselves and their work appropriately; keep
systematic records of work in progress and outcomes.

C3. Manage risk and complexity and evaluation of Network Security
alternatives.

C4. Ciritically discuss and assess alternatives for Networking and
Security solutions.

Learning and teaching strategy: Practical and professional skills are taught
cumulatively throughout the programme. Students are exposed to a variety of
introductory courses, which would lead to more advanced courses in N&S.
These skills are developed and enhanced through the teaching and
communication with the tutor. Modules will include supplementary material
that will enrich the learning experience and increase the knowledge learnt.
Some modules will adopt the practical hands-on approach that aim to develop
the student’s skills in the contexts of computation, testing and analysis. Some
modules will include specialised software and tools that will improve the
teaching strategy. Modules also provide study guides, assignment and project
guides and specimen examination papers. Feedback on assignments
provides individual tuition and guidance.

Students are taught this material through interactive classroom activities and
presentations. In writing their TMA, students make use of different electronic
resources such as the internet and the e-library. AOU has developed its e-
library through the addition of relevant databases which include academic
refereed journals, publications, and conference proceedings to support the
students in research based assignments.

Assessment Methodology: Assessment of the practical skills of the
programme is achieved through a combination of continuous assessment:

= Tutor marked assignments (TMAS)

=  Midterm Assessment (MTA)
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3C. Practical and professional skills

=  Final Exam

However, other assessment mechanisms are used for specific modules and
graduation project

3D. Key/transferable skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the N&S pathway should be able to:

D1.

D2.

D3.

DA4.
D5.

D6.

Organise and improve their own learning and performance to the
extent that they are prepared for lifelong learning.

Communicate and report effectively in the context of networking &
security and technology by discussing, describing, and explaining
related concepts and ideas.

Demonstrate the ability to work independently and as part of a
team, gathering and evaluating different types of data/information,
identifying problems, developing and documenting solutions, and
making effective use of ICT for project management,
communication and collaboration.

Apply appropriate numerical and mathematical skills.

Apply problem-solving skills in the context of networking and
security.

Apply state —of-the-art tools effectively to support work in
networking and security.

Learning and teaching strategy: Transferable skills are developed
throughout the programme. The skills of research, presentation, self-
reflection and communication are essential to all modules and are
increasingly developed as the student progresses throughout the pathway.
The interactive blended learning delivered through specially designed support
material helps students to enhance their own independent learning skills.
AOU expect students to naturally develop the skills of learning to learn as they
develop through the suite of modules, and this is drawn to their attention
through a combination of skills based assessment and tutor feedback during
face-to-face tutorials and feedback to assignments.

Level-1 and level-2 modules supports the students in acquiring basic skills
and level 3 modules expect students to show application of skills developed
earlier levels. Higher level modules aim to develop students’ ability to conduct
independent research using a variety of databases and websites, and to
develop group-working skills. As work becomes more complex at these
modules, students are tested on their abilities to respond positively to
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3D. Key/transferable skills

data/information related to networking and security.

D7. Survey, retrieve, evaluate, critically asses and effectively use | feedback from a variety of audiences, as well as to manage increasingly large

workloads.

Assessment Methodology: Assessment of the key skills of the programme
is achieved through a combination of continuous assessment:

= Tutor marked assignments (TMAS)
=  Midterm Assessment (MTA)
* Final Exam
In some cases the assessment is implicit, but where the relevant skills have

been taught in the related course material the assessment is generally
explicit.

However, other assessment mechanisms are used for specific modules and
graduation project
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3.1.4 WD Pathway

Programme Structure

Compulsory modules Credit Optional Credit Is module Semester runs
points modules Hours compensatable? in
Level 0: Foundation Year including University and Faculty requirements
TM105 Introduction to Programming 15 Nil 4 NA
Level 1 | TM103 Computer Architecture and Organization 15 Nil 4 NA
(ASU) MT131 Discrete Mathematics 15 Nil 4 NA AY. 2021-2023
Level 4 | MT132 Linear Algebra 15 Nil 4 NA
(OU) | M110 Python Programming 30 Nil 8 NA
TM112 Introduction to Computing and Information Technology 30 Nil 8 NA
Level 2 | TM254 Managing IT: the why, the what and the how 30 Nil 8 NA
(AOU) '\251 Object-Oriented Programming using Java 30 Nil 8 NA
= : - A.Y. 2023-2024
Level 5 | TT284 Web Technologies 30 Nil 8 NA
(OU) | M252 Internet Programming 30 Nil 8 NA
Level 3 | TM352 Web, Mobile and Cloud Technologies 30 Nil 8 NA
(A(?U) TM354 Software Engineering 30 Nil 8 NA
- - . ) : A.Y. 2024-2025
Level 6 | TM356 Interaction Design and User Experience 30 Nil 8 NA
(OU) | TM471 Graduation Project 30 Nil 8 NA
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Learning Outcomes — WD Pathway

3A. Knowledge and understanding

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the WD pathway should be able to:

Al.

A2.

A3.

A4

A5.

AG.

Explain the principles, concepts and techniques associated with
web development, including an understanding of the analysis,
design and development processes involved.

Recognise the terms, hypothesis, theories and practices
associated with web development at both the individual
component and the system level, including the use of appropriate
models.

Demonstrate a range of social, legal, ethical and professional skills
required for continuing professional development in the web
development discipline within a world-wide context.

Discover and select novel solutions in a range of situations in
which web technologies/solutions can be applied.

Define the possibilities and limitations of the state of the art web
based systems.

Identify and explain of key concepts related to Cloud Computing
and services, Project Management and Internet Security.

Learning and teaching strategy: Knowledge and understanding is acquired
from specially prepared teaching texts for majority of modules, supported by
self-assessment and in-text questions, reference texts, multi-media
packages, directed reading, computer mediated conferencing, web-based
resources, and video and audio recordings. Student learning is supported by
a tutor, who is the student’s first and main point of contact, answering their
queries, grading and commenting on their work.

AOU'’s learning/teaching strategy provides contact hours that are equal to
25% of the course credit hours. Thus, AOU students experience the benefits
of both the open and traditional university systems.

The WD Pathway will be delivered through two complementary modes:

1. Face-to-face interactive tutorials, constituting 25% of course credit
hours.

2. Interactive self-learning delivered through specially designed teaching
and support materials that are conducive for self-learning, constituting
75% of course credit hours.
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Students work independently with the teaching materials but are encouraged
to form self-help groups with other students, communicating face-to-face,
email and computer conferencing.

Assessment Strategy: Assessment of the knowledge and understanding
components of the WD Pathway is achieved through a combination of
continuous assessment and exams. These assessments are central to the
teaching of each module, enabling tutors to identify and comment on student
knowledge and understanding. Every major module comprises of:

= Tutor marked assignments (TMAS)
=  Midterm Assessment (MTA)
» Final Exam

However, other assessment mechanisms are used for specific modules and
graduation project.

3B. Co

nitive skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the WD pathway should be able to:

B1l. Evaluate and analyse, as computational thinker, to provide efficient
web-based solutions.

B2. Associate theory and practice hence aiding in the comprehension
of web development practices and applications.

B3. Correlate between the main concepts/approaches related to
software development and the state-of-the-art web technologies to

Learning and teaching strategy: Cognitive skills and processes are
introduced at a very simple level at Level 1, primarily via material specifically
designed to develop mathematical, programming and technological skills in a
progressive way. Although modules at Levels 2 and 3 continue this work,
there is significant variation between modules in the degree to which skills
are taught explicitly in the module materials.
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nitive skills

provide innovative web based solutions, including the recent
technologies such as Cloud Computing, Internet of things, etc.

B4. Analyse and refine specifications and implementations of web
based systems/applications, including testing and critical
evaluation.

B5. Devise and organise innovative projects in Web Development.

Cognitive skills are promoted in the teaching materials via a range of activities
including self-assessment exercises, multi-media tasks and computer-based
investigations. They are supported by tutor led face to face discussions and
activities. Computer conferencing facilities provide an environment for
interaction bringing students, tutors and module team’s members together for
critical discussions and guidance. Tutor feedback aids the development of
these skills.

Assessment Methodology: Assessment of the cognitive skills of the
programme are achieved through a combination of continuous assessment:

Every major module comprises of:
= Tutor marked assignments (TMAS)
= Midterm Assessment (MTA)
=  Final Exam

The cognitive skills are assessed by questions asking for the application of
concepts in new situations for analysis, for synthesis, etc., In some modules,
this skill will be assessed using more open-ended design, investigative and
project activities.

However, other assessment mechanisms are used for specific modules and
graduation project
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3C. Practical and professional skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the WD pathway should be able to:

C1. Design and develop responsive web solutions.

C2. Create, integrate, maintain and optimize advanced web-based
systems for different usages.

C3. Plan and organize themselves and their work appropriately; keep
systematic records of work in progress and outcomes.

C4. Examine and enhance the development of web based systems
and portals through an iterative process.

C5. Evaluate the Key Performance Indicators of interactive design.

C6. Manage risk and complexity in their work.

Learning and teaching strategy: Practical and professional skills are taught
cumulatively throughout the programme. Students are exposed to a variety of
introductory courses, which would lead to more advanced courses in WD.
These skills are developed and enhanced through the teaching and
communication with the tutor. Modules will include supplementary material
that will enrich the learning experience and increase the knowledge learnt.
Some modules will adopt the practical hands-on approach that aim to develop
the student’s skills in the contexts of computation, testing and analysis. Some
modules will include specialised software and tools that will improve the
teaching strategy. Modules also provide study guides, assignment and project
guides and specimen examination papers. Feedback on assignments
provides individual tuition and guidance.

Students are taught this material through interactive classroom activities and
presentations. In writing their TMA, students make use of different electronic
resources such as the internet and the e-library. AOU has developed its e-
library through the addition of relevant databases which include academic
refereed journals, publications, and conference proceedings to support the
students in research based assignments.

Assessment Methodology: Assessment of the practical skills of the
programme is achieved through a combination of continuous assessment:

= Tutor marked assignments (TMAS)

=  Midterm Assessment (MTA)
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3C. Practical and professional skills

=  Final Exam

However, other assessment mechanisms are used for specific modules and
graduation project

3D. Key/transferable skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the WD pathway should be able to:

D1. Organise own learning and performance to the level that they are
prepared for lifelong learning after graduating.

D2. Show and demonstrate a range of transferable skills in, problem
solving, communication, project management, self-management,
working individually, working in a group in a distance setting and
collaborate via computer-mediated communication.

D3. Investigate, retrieve, reflect, and assess and use data/information
effectively in a web development context.

D4. Apply appropriate numerical and mathematical skills to solve
practical problems related to web development.

Learning and teaching strategy: Transferable skills are developed
throughout the programme. The skills of research, presentation, self-
reflection and communication are essential to all modules and are
increasingly developed as the student progresses throughout the pathway.
The interactive blended learning delivered through specially designed support
material helps students to enhance their own independent learning skills.
AOU expect students to naturally develop the skills of learning to learn as they
develop through the suite of modules, and this is drawn to their attention
through a combination of skills based assessment and tutor feedback during
face-to-face tutorials and feedback to assignments.

Level-1 and level-2 modules supports the students in acquiring basic skills
and level 3 modules expect students to show application of skills developed
earlier levels. Higher level modules aim to develop students’ ability to conduct
independent research using a variety of databases and websites, and to
develop group-working skills. As work becomes more complex at these
modules, students are tested on their abilities to respond positively to
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3D. Key/transferable skills

feedback from a variety of audiences, as well as to manage increasingly large
workloads.

Assessment Methodology: Assessment of the key skills of the programme
is achieved through a combination of continuous assessment:

= Tutor marked assignments (TMAS)
=  Midterm Assessment (MTA)
* Final Exam
In some cases the assessment is implicit, but where the relevant skills have

been taught in the related course material the assessment is generally
explicit.

However, other assessment mechanisms are used for specific modules and
graduation project

ITC programme specification and curriculum map 2021

Page 42 of 135




c >
() R
o wn
Og
.2
==
-2
3.1.5 CwB Pathway
Programme Structure
Compulsory modules Credit Optional Credit Is module Semester runs
points modules Hours compensatable? in
Level 0: Foundation Year including University and Faculty requirements
TM105 Introduction to Programming 15 Nil 4 NA
Level 1 | TM103 Computer Architecture and Organization 15 Nil 4 NA
(ASU) MT131 Discrete Mathematics 15 Nil 4 NA ALY. 2021-2023
Level 4 | MT132 Linear Algebra 15 Nil 4 NA
(OU) | M110 Python Programming 30 Nil 8 NA
BUS110 Introduction to Business 30 Nil 8 NA
Level 2 | B207A Shaping Business Opportunities-A 30 Nil 8 NA
(AQU) B207B Shaping Business Opportunities -B 30 Nil 8 NA
= . . ) ) p A.Y. 2023-2024
Level 5 | M251 Object-Oriented Programming using Java 30 Nil 8 NA
(OU) | TM254 Managing IT: the why, the what and the how 30 Nil 4 NA
Level 3 | BUS310 Strategic Management 30 Nil 8 NA
(AOU) | 1351 Data Management and Analysis 30 Nil 8 NA
- nent ¢ : A.Y. 2024-2025
Level 6 | TM354 Software Engineering 30 Nil 8 NA
(OU) | TM471 Graduation Project 30 Nil 8 NA
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Learning Outcomes — CwB Pathway

3A. Knowledge and understanding

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the CwB pathway should be able to:

Al.

A2.
A3.

A4.

A5.

AG.
AT.

A8.

Explain the key concepts of computing, data management and
analysis, including principles of design and implementation of IT
project, and the representation and meaning of data in a business
context.

Integrate legal managerial and professional issues in computing.
Explain the key concepts of programming languages, algorithms,
methods and techniques.

Identify Information systems technology including data structure,
data bases and the internet.

Choose the methods and tools used for IT projects and service
management.

Identify decision making and support tools.

Recognize the key concepts of financial management, and human
resource management.

Recognize the key concepts of strategic planning and
management of change.

Learning and teaching strategy: Knowledge and understanding is acquired
from specially prepared teaching texts for majority of modules, supported by
self-assessment and in-text questions, reference texts, multi-media
packages, directed reading, computer mediated conferencing, web-based
resources, and video and audio recordings. Student learning is supported by
a tutor, who is the student’s first and main point of contact, answering their
queries, grading and commenting on their work.

AOU'’s learning/teaching strategy provides contact hours that are equal to
25% of the course credit hours. Thus, AOU students experience the benefits
of both the open and traditional university systems.

The CwB Pathway will be delivered through two complementary modes:

1. Face-to-face interactive tutorials, constituting 25% of course credit
hours.

2. Interactive self-learning delivered through specially designed teaching
and support materials that are conducive for self-learning, constituting
75% of course credit hours.
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Students work independently with the teaching materials but are encouraged
to form self-help groups with other students, communicating face-to-face,
email and computer conferencing.

Assessment Strategy: Assessment of the knowledge and understanding
components of the CwB Pathway is achieved through a combination of
continuous assessment and exams. These assessments are central to the
teaching of each module, enabling tutors to identify and comment on student
knowledge and understanding. Every major module comprises of:

= Tutor marked assignments (TMAS)
=  Midterm Assessment (MTA)
» Final Exam

However, other assessment mechanisms are used for specific modules and
graduation project.

3B. Co

nitive skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the CwB pathway should be able to:

B1l. Analyse practical problems, and use software development
concepts to design and evaluate solutions to them.

B2. Describe, compare and contrast a variety of IT project management
methods and tools, identifying the best choices to apply to specific
problems.

B3. Explain the various roles, functions and interactions of members of
a project management team;

Learning and teaching strategy: Cognitive skills and processes are
introduced at a very simple level at Level 1, primarily via material specifically
designed to develop mathematical, programming and technological skills in a
progressive way. Although modules at Levels 2 and 3 continue this work,
there is significant variation between modules in the degree to which skills
are taught explicitly in the module materials.
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nitive skills

B4. Appraise business concepts and models and apply them to different
aspects of business behaviour.
B5. Evaluate business decisions and government business policy.

Cognitive skills are promoted in the teaching materials via a range of activities
including self-assessment exercises, multi-media tasks and computer-based
investigations. They are supported by tutor led face to face discussions and
activities. Computer conferencing facilities provide an environment for
interaction bringing students, tutors and module team’s members together for
critical discussions and guidance. Tutor feedback aids the development of
these skills.

Assessment Methodology: Assessment of the cognitive skills of the
programme are achieved through a combination of continuous assessment:

Every major module comprises of:
= Tutor marked assignments (TMAS)
= Midterm Assessment (MTA)
=  Final Exam

The cognitive skills are assessed by questions asking for the application of
concepts in new situations for analysis, for synthesis, etc., In some modules,
this skill will be assessed using more open-ended design, investigative and
project activities.

However, other assessment mechanisms are used for specific modules and
graduation project
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3C. Practical and professional skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the CwB pathway should be able to:

C1. Design, develop, test, appraise, maintain and support computer
systems in a business computing environment that are well
structured, reliable and usable. They should be able to apply their
knowledge to analyse business problems, prepare strategies and
make effective decisions to solve such problems.

C2. Use modern decision making management tools.

C3. Manipulate ethical, social and legal issues that may arising from IT
project management and use, and from business decisions and
policies.

Learning and teaching strategy: Practical and professional skills are taught
cumulatively throughout the programme. Students are exposed to a variety of
introductory courses, which would lead to more advanced courses in CwB.
These skills are developed and enhanced through the teaching and
communication with the tutor. Modules will include supplementary material
that will enrich the learning experience and increase the knowledge learnt.
Some modules will adopt the practical hands-on approach that aim to develop
the student’s skills in the contexts of computation, testing and analysis. Some
modules will include specialised software and tools that will improve the
teaching strategy. Modules also provide study guides, assignment and project
guides and specimen examination papers. Feedback on assignments
provides individual tuition and guidance.

Students are taught this material through interactive classroom activities and
presentations. In writing their TMA, students make use of different electronic
resources such as the internet and the e-library. AOU has developed its e-
library through the addition of relevant databases which include academic
refereed journals, publications, and conference proceedings to support the
students in research based assignments.

Assessment Methodology: Assessment of the practical skills of the
programme is achieved through a combination of continuous assessment:

= Tutor marked assignments (TMAS)

=  Midterm Assessment (MTA)
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3C. Practical and professional skills

=  Final Exam

However, other assessment mechanisms are used for specific modules and
graduation project

3D. Key/transferable skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the CwB pathway should be able to:

D1.

D2.

D3.

D4.

D5.

Demonstrate independency in learning, planning, monitoring, and
work accomplishment.

Communicate effectively with team members, managers and
customers.

Plan and manage a project to complete within budget and
schedule, appreciate the legal and professional implications of
their work and present their work in the form of report.

Find, assess and apply information from a variety of sources,
using information technology where necessary.

Use numerical and analytical techniques to solve problems
showing in depth knowledge of IT and business management.

Learning and teaching strategy: Transferable skills are developed
throughout the programme. The skills of research, presentation, self-
reflection and communication are essential to all modules and are
increasingly developed as the student progresses throughout the pathway.
The interactive blended learning delivered through specially designed support
material helps students to enhance their own independent learning skills.
AOU expect students to naturally develop the skills of learning to learn as they
develop through the suite of modules, and this is drawn to their attention
through a combination of skills based assessment and tutor feedback during
face-to-face tutorials and feedback to assignments.

Level-1 and level-2 modules supports the students in acquiring basic skills
and level 3 modules expect students to show application of skills developed
earlier levels. Higher level modules aim to develop students’ ability to conduct
independent research using a variety of databases and websites, and to
develop group-working skills. As work becomes more complex at these
modules, students are tested on their abilities to respond positively to
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3D. Key/transferable skills

feedback from a variety of audiences, as well as to manage increasingly large
workloads.

Assessment Methodology: Assessment of the key skills of the programme
is achieved through a combination of continuous assessment:

= Tutor marked assignments (TMAS)
=  Midterm Assessment (MTA)
* Final Exam
In some cases the assessment is implicit, but where the relevant skills have

been taught in the related course material the assessment is generally
explicit.

However, other assessment mechanisms are used for specific modules and
graduation project
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3.1.6 DS Pathway

Programme Structure

Compulsory modules Credit Optional Credit Is module Semester runs
points modules Hours compensatable in
?
Level 0: Foundation Year including University and Faculty requirements
Level 1 | M140 Introducing statistics 30 N?' 8 No
(AOU) | MT131 Discrete Mathematics 15 Nil 4 No AY. 2021-2023
= MT132 Linear Algebra 15 Nil 4 No
L(e(\J/EI)4 M110 Python Programming 30 Nil 8 No
TM112 Introduction to Computing and Information Technology 30 Nil 8 No
MT248 Analysing data 15 Nil 4 No
IEZ\(IDelIJ)Z méigzzjlgl\c;rithms, d.ata structures and computability 28 E:: g :Z AY. 2023-2024
_ athematical methods
Level 5 | MT249 Practical modern statistics 15 Nil 4 No
(e]V)) M218 Relational Databases 15 Nil 4 No
M238 Data Visualization 15 Nil 4 No
Level 3 | M348 Applied statistical modelling 30 Nil 8 No
(ASU) TM358 Machine learning and artificial intelligence 30 Nil 8 No AY. 2024-2025
Level 6 | TM351 Data management and analysis 30 Nil 8 No
30 Nil 8 No

(Qu) TM471 Graduation Project
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Learning Outcomes — DS Pathway

3A. Knowledge and understanding

Learning outcomes:

Learning and teaching strategy/ assessment methods

When you complete your studies for this qualification, you will have
knowledge and understanding of:

Al.

A2.

A3.

A4.

A5.
AG.
A7.

A range of simple and more advanced methods for analysing
statistical data and working with statistical models and carrying out
statistical inference

Calculus, differential equations,
calculus and vector calculus

The fundamental principles, concepts and techniques underlying
computing and IT, relational databases, SQL language and the
range of models used to support the analysis and design of
computing and IT systems

The range of situations in which computing and IT systems are
used in data science and the possibilities and limitations of such
systems

Core disciplines of machine learning and artificial intelligence

linear algebra, multivariable

The ethical and legal issues associated with data science

Advanced data management and analysis, data visualization,
mathematical methods and fundamental algorithms and data
structures in computer science.

Learning and teaching strategy: Knowledge and understanding is
acquired from specially prepared teaching texts for majority of modules,
supported by self-assessment and in-text questions, reference texts,
multi-media packages, directed reading, computer mediated
conferencing, web-based resources, and video and audio recordings.
Student learning is supported by a tutor, who is the student’s first and
main point of contact, answering their queries, grading and commenting
on their work.

AOU’s learning/teaching strategy provides contact hours that are equal to
25% of what traditional universities require. Thus, AOU students
experience the benefits of both the open and traditional university
systems.

The DS programme will be delivered through two complementary modes:

1. Face-to-face interactive tutorials, constituting 25% of course credit
hours.
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Learning Outcomes — DS Pathway

3A. Knowledge and understanding

2. |Interactive self-learning delivered through specially designed
teaching and support materials that are conducive for self-
learning, constituting 75% of course credit hours.

Students work independently with the teaching materials but are
encouraged to form self-help groups with other students.

Assessment Strategy: Assessment of the knowledge and understanding
components of the DS programme is achieved through a combination of
continuous assessments:

= Tutor marked assignments (TMAS)
=  Midterm Assessment (MTA)
and final exam.

However, other assessment mechanisms are used for specific modules
and graduation project.
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3B. Cognitive skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

On completion of this qualification, you will have developed the
following cognitive skills:

B1.

B2.

B3.
B4.

B5.

Use your judgement in applying and selecting a wide range of
mathematics and statistics tools and technigues to solve real
world problems

Construct appropriate mathematical, statistical and data
visualization models to draw justifiable inferences in qualitative
and guantitative problem-solving skills

Reason with abstract concepts

Apply and critically evaluate key computing and IT concepts in a
range of contexts

Select and apply appropriate techniques and tools for
abstracting, modelling, problem-solving, designing and testing
computing and IT systems, designing relational databases and
be aware of the limitations involved

Learning and teaching strategy: Cognitive skills and processes are
introduced at a very simple level at Level 1, primarily via material specifically
designed to develop, mathematical, statistical and technological skills in a
progressive way. Although modules at Levels 2 and 3 continue this work,
there is significant variation between modules in the degree to which skills
are taught explicitly in the module materials.

Cognitive skills are promoted in the teaching materials via a range of activities
including self-assessment exercises, multi-media tasks and computer-based
investigations. They are supported by tutor led face to face discussions and
activities. Computer conferencing facilities provide an environment for
interaction bringing students, tutors and module team’s members together for
critical discussions and guidance. Tutor feedback aids the development of
these skills.

Assessment Methodology: Assessment of the cognitive skills of the
programme is achieved through a combination of continuous assessment:

= Tutor marked assignments (TMAS)

=  Midterm Assessment (MTA)
and final exam

The cognitive skills are assessed by questions asking for the application of
concepts in new situations for analysis, for synthesis, etc., In some modules,
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3B. Cognitive skills

this skill will be assessed using more open-ended design, investigative and
project activities.

However, other assessment mechanisms are used for specific modules and
graduation project

3C. Practical and professional skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

When you complete this qualification you will be able to:

C1. Be an independent learner, able to acquire further knowledge
with minimal guidance or support

C2. Use appropriate professional tools, including programming
languages and designing database models to support your
work

C3. Apply mathematical, statistical and computational concepts,
principles and methods

C4. Analyse and evaluate problems and plan strategies for their
solution

Learning and teaching strategy: Practical and professional skills are taught
cumulatively throughout the programme. Students are exposed to a variety of
introductory courses, which would lead to more advanced courses in data
science. These skills are developed and enhanced through the teaching and
communication with the tutor. Modules will include supplementary material
that will enrich the learning experience and increase the knowledge learnt.
Some modules will adopt the practical hands-on approach that aim to develop
the student’s skills in the contexts of computation, modelling, analysis and
simulation. Some modules will include specialised software and tools that will
improve the teaching strategy. Modules also provide study guides,
assignment and project guides and specimen examination papers. Feedback
on assignments provides individual tuition and guidance.

Students are taught this material through interactive classroom activities and
presentations. In writing their TMA, students make use of different electronic
resources such as the internet and the e-library. AOU has developed its e-
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3C. Practical and professional skills

C5. Analyse, design, visualize, evaluate and/or test models and
systems, using appropriate simulation and modelling tools as
appropriate

C6. Identify and address the ethical, social and legal issues that may
arise during the development and use of computing and IT
systems

library through the addition of relevant databases which include academic
refereed journals, publications, and conference proceedings to support the
students in research based assignments.

Assessment Methodology: Assessment of the practical skills of the
programme is achieved through a combination of continuous assessment:

= Tutor marked assignments (TMAS)

=  Midterm Assessment (MTA)

=  Final exam.

However, other assessment mechanisms are used for specific modules and
graduation project

3D. Key/transferable skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

When you complete this qualification you will be able to:

D1. Communicate information, arguments, ideas and issues clearly
and in appropriate ways, bearing in mind the audience for and the
purpose of the communication

Learning and teaching strategy: Transferable skills are developed
throughout the programme. The skills of research, presentation, self-
reflection and communication are essential to all modules and are
increasingly developed as the student progresses throughout the programme.
The interactive blended learning delivered through specially designed support
material helps students to enhance their own independent learning skills.
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D2.

D3.

DA4.

D5.

Find, assess and apply information from a variety of sources,
using information technology where appropriate

Select, and use accurately, appropriate numerical and analytical
technigues to solve problems

Prepare mathematical, statistical, visualization, database design
and computational content for a range of purposes, which may
include writing for both specialist and non-specialist audiences

Recognise and understand a range of technological and practical
problems and select suitable techniques for solving them

AOU expect students to naturally develop the skills of learning to learn as they
develop through the suite of modules, and this is drawn to their attention
through a combination of skills based assessment and tutor feedback during
face-to-face tutorials and feedback to assignments.

Level-1 and level-2 modules supports the students in acquiring basic skills
and level 3 modules expect students to show application of skills developed
earlier levels. Higher level modules aim to develop students’ ability to conduct
independent research using a variety of databases and websites, and to
develop group-working skills. As work becomes more complex at these
modules, students are tested on their abilities to respond positively to
feedback from a variety of audiences, as well as to manage increasingly large
workloads.

Assessment Methodology: Assessment of the key skills of the programme
is achieved through a combination of continuous assessment:

= Tutor marked assignments (TMAS)
= Midterm Assessment (MTA)

=  Final exam.

In some cases the assessment is implicit, but where the relevant skills have
been taught in the related course material the assessment is generally
explicit. However, other assessment mechanisms are used for specific
modules and graduation project
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3.1.7 CyS Pathway

Programme Structure

Compulsory modules Credit Optional Credit Is module Semester runs
points modules Hours compensatable? in
Level 0: Foundation Year including University and Faculty requirements
Level 1 TM129 Technologies in Practice 30 Nil 8 NA
(AOU) | MT131 Discrete Mathematics 15 Nil 4 NA ALY, 2021.2023
= MT132 Linear Algebra 15 Nil 4 NA
L(e(\)/ﬁ:)d' M110 Python Programming 30 Nil 8 NA
TM112 Introduction to computing and Information Technology 30 Nil 8 NA
Level 2 | TT284 Web Technologies 30 Nil 8 NA
(AE)U) T216A Cisco Networking (CCNA) Part 1 30 Nil 8 NA
= . ) - A.Y. 2023-2024
Level 5 | T216B Cisco Networking (CCNA) Part 2 30 Nil 8 NA
(OU) | TM256 Cyber Security 30 Nil 8 NA
Level 3 | TM311 Information Security 30 Nil 8 NA
(A(BU) TM359 System Pentration Testing 30 Nil 8 NA
= : : . AY. 2024-2025
Level 6 | T318 Applied Netowrk Security 30 Nil 8 NA
(OU) | TM471 Graduation Project 30 Nil 8 NA
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3A. Knowledge and understanding

Learning outcomes:

Learning and teaching strategy/ assessment methods

When you complete your studies for this qualification, you will have
knowledge and understanding of:

Al. Indicate a broad critical range of the fundamental principles, concepts
and techniques in relation to design and development of secure digital

systems and their secure use.

A2. Identify theories, practices, and major trends of Cyber Security within
networked systems including an appreciation of a range of methods,
models and tools to support secure management and analysis of
information systems, along with awareness of the various operating

systems and platforms.

A3. Describe the development and implementation of secure systems as
well as methods and tools used in the design, implementation and

testing including offensive methodologies.

A4. Recognize the professional, psychological, ethical, social and legal
issues that can be associated with the development and deployment

of digital systems.

A5. Demonstrate the ability to critically analyse, develop and apply

digital solutions appropriate to security examination and testing.

Learning and teaching strategy: Knowledge and understanding is
acquired from specially prepared teaching texts for majority of modules,
supported by self-assessment and in-text questions, reference texts,
multi-media packages, directed reading, computer mediated
conferencing, web-based resources, and video and audio recordings.
Student learning is supported by a tutor, who is the student’s first and
main point of contact, answering their queries, grading and commenting
on their work.

AOU'’s learning/teaching strategy provides contact hours that are equal to
25% of the course credit hours. Thus, AOU students experience the
benefits of both the open and traditional university systems.

The Cyber Security programme will
complementary modes:

be delivered through two

1. Face-to-face interactive tutorials, constituting 25% of course credit
hours.

2. Interactive self-learning delivered through specially designed
teaching and support materials that are conducive for self-
learning, constituting 75% of course credit hours.
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3A. Knowledge and understanding

Students work independently with the teaching materials but are
encouraged to form self-help groups with other students, communicating
face-to-face, email and computer conferencing.

Assessment Strategy: Assessment of the knowledge and understanding
components of the Cyber Security programme is achieved through a
combination of continuous assessment and exams. These assessments
are central to the teaching of each module, enabling tutors to identify and
comment on student knowledge and understanding. Every major module
comprises of:

= Tutor marked assignments (TMAS)

=  Midterm Assessment (MTA)

=  Final Exam
However, other assessment mechanisms are used for specific modules
and graduation project.

3B. Co

nitive skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

On completion of this qualification you will have developed the
following cognitive skills:

Learning and teaching strategy: Cognitive skills and processes are
introduced at a very simple level at Level 1, primarily via material specifically
designed to develop mathematical, programming and technological skills in a
progressive way. Although modules at Levels 2 and 3 continue this work,
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3B. Co

nitive skills

B1.

B2.

B3.

B4.

B5.

Apply and critically evaluate key digital and Cyber Security
concepts in a range of contexts.

Select and apply appropriate techniques and tools for
abstracting, modelling, problem solving, designing and testing
Cyber Security systems and be aware of the limitations involved

Compare, contrast and critically analyse and refine
specifications and implementations of digital systems from a
Cyber Security perspective.

Device and carry out Cyber Security project that applies and
extends your knowledge and understanding and critically reflect
on the processes involved and the outcomes of your work.

Appreciate of the risks, safety issues, legislation and regulatory
requirements when designing/managing/deploying/securing a
Cyber Security-based system.

there is significant variation between modules in the degree to which skills
are taught explicitly in the module materials.

Cognitive skills are promoted in the teaching materials via a range of activities
including self-assessment exercises, multi-media tasks and computer-based
investigations. They are supported by tutor led face to face discussions and
activities. Computer conferencing facilities provide an environment for
interaction bringing students, tutors and module team’s members together for
critical discussions and guidance. Tutor feedback aids the development of
these skills.

Assessment Methodology: Assessment of the cognitive skills of the
programme are achieved through a combination of continuous assessment:

Every major module comprises of:
= Tutor marked assignments (TMAS)
= Midterm Assessment (MTA)
* Final Exam

The cognitive skills are assessed by questions asking for the application of
concepts in new situations for analysis, for synthesis, etc., In some modules,
this skill will be assessed using more open-ended design, investigative and
project activities.

However, other assessment mechanisms are used for specific modules and
graduation project
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3C. Practical and professional skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

When you complete this qualification you will be able to:

C1. Analyse, design, evaluate and/or test digital and Cyber Security
systems, using appropriate simulation and modelling tools where
appropriate.

C2. Plan and organize yourself and your work appropriately, including
keeping systematic records of work in progress and outcomes.

C3. Address the professional, ethical, social and legal issues that may
arise during the development and use of digital and Cyber Security
systems.

C4. Use appropriate professional tools to support your work.

Learning and teaching strategy: Practical and professional skills are taught
cumulatively throughout the programme. Students are exposed to a variety of
introductory courses, which would lead to more advanced courses in Cyber
Security. These skills are developed and enhanced through the teaching and
communication with the tutor. Modules will include supplementary material
that will enrich the learning experience and increase the knowledge learnt.
Some modules will adopt the practical hands-on approach that aim to develop
the student’s skills in the contexts of computation, testing and analysis. Some
modules will include specialised software and tools that will improve the
teaching strategy. Modules also provide study guides, assignment and project
guides and specimen examination papers. Feedback on assignments
provides individual tuition and guidance.

Students are taught this material through interactive classroom activities and
presentations. In writing their TMA, students make use of different electronic
resources such as the internet and the e-library. AOU has developed its e-
library through the addition of relevant databases which include academic
refereed journals, publications, and conference proceedings to support the
students in research based assignments.

Assessment Methodology: Assessment of the practical skills of the
programme is achieved through a combination of continuous assessment:
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3C. Practical and professional skills

= Tutor marked assignments (TMAS)
= Midterm Assessment (MTA)

= Final Exam
However, other assessment mechanisms are used for specific modules and
graduation project

3D. Key/transferable skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

When you complete this qualification you will be able to:

D1. Communicate information, findings, arguments efficiently with
specialized and non-specialized audiences through professional
documentation and presentation skills.

D2. Demonstrate professional working skills including initiation,
commitment, decision making as well as the ability to work
individually and as part of a team.

D3. Select, and use accurately, appropriate numerical and analytical
techniques to solve problems.

D4. Use information retrieval skills, gathering and evaluating different
types of information.

Learning and teaching strategy: Transferable skills are developed
throughout the programme. The skills of research, presentation, self-
reflection and communication are essential to all modules and are
increasingly developed as the student progresses throughout the programme.
The interactive blended learning delivered through specially designed support
material helps students to enhance their own independent learning skills.
AOU expect students to naturally develop the skills of learning to learn as they
develop through the suite of modules, and this is drawn to their attention
through a combination of skills based assessment and tutor feedback during
face-to-face tutorials and feedback to assignments.

Level-1 and level-2 modules supports the students in acquiring basic skills
and level 3 modules expect students to show application of skills developed
earlier levels. Higher level modules aim to develop students’ ability to conduct
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3D. Key/transferable skills

D5. Manage their own learning and development, including time
management and organizational skills in order to keep up-to-date
with digital and Cyber Security systems.

independent research using a variety of databases and websites, and to
develop group-working skills. As work becomes more complex at these
modules, students are tested on their abilities to respond positively to
feedback from a variety of audiences, as well as to manage increasingly large
workloads.

Assessment Methodology: Assessment of the key skills of the programme
is achieved through a combination of continuous assessment:

= Tutor marked assignments (TMAS)
=  Midterm Assessment (MTA)
=  Final Exam
In some cases the assessment is implicit, but where the relevant skills have

been taught in the related course material the assessment is generally
explicit.

However, other assessment mechanisms are used for specific modules and
graduation project
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3.1.8 Al Pathway

Programme Structure

Compulsory modules Credit Optional Credit Is module Semester runs in
points modules Hours compensatable?
Level 0: Foundation Year including University and Faculty requirements
MT141 Introduction to Probability and Statistics 15 Nil 4 NA
Level ) — -
1 | TM103 Computer Architecture and Organization 15 Nil 4 NA
(AOU) | MT131 Discrete Mathematics 15 Nil 4 NA A.Y. 2021-2023
= MT132 Linear Algebra 15 Nil 4 NA
J{%EI) M110 Python Programming 30 Ni' 8 NA
TM112 Introduction to Computing and Information Technology 30 Nil 8 NA
Level | M269 Algorithm, Data structure and Computability 30 Nil 8 NA
(Aéu) TM270 Artificial intelligence 30 Nil 8 NA
_ TM271 Machine Learning and Deep learning 30 Nil 8 NA AY. 2023-2024
Level | TM275 Parallel and Distributed System 15 Nil 4 NA
5(0V) | TM276 Software Development Processes and Methodologies 15 Nil 4 NA
Level | TM351 Data Management and Analysis 30 Nil 8 NA
(ASU) TM340 Natural Language Processing 30 Ni' 8 NA
- TM341 Computer Vision 30 Nil 8 NA A.Y. 2024-2025
Level | TM471 Graduation Project 30 Nil 8 NA
6 (OU)
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Learning OQutcomes — Al Pathway

3A. Knowledge and understanding

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the Al programme should be able to:

Al

A2.

A3.

A4.

A5.

Recognize the mathematical and statistical foundations of Al
computing systems along with comprehensive knowledge of
programming languages, styles, data structures and algorithms.
Identify principles and tools available to software development
processes and methodologies.

indicate core disciplines of Al such as machine learning, deep
learning, knowledge extraction and processing, parallel and
distributed systems, and natural language processing.

Describe systems requirements for both rule-based and data driven
systems including the recognition and analysis of criteria and models
leading to specifications used in the solution of specific Al problems.
Recognize the professional, psychological, ethical, social and legal
issues that can be associated with the development and deployment
of Al systems

Learning and teaching strategy: Knowledge and understanding is
acquired from specially prepared teaching texts for majority of modules,
supported by self-assessment and in-text questions, reference texts,
multi-media packages, directed reading, computer mediated
conferencing, web-based resources, and video and audio recordings.
Student learning is supported by a tutor, who is the student’s first and
main point of contact, answering their queries, grading and commenting
on their work.

AOU’s learning/teaching strategy provides contact hours that are equal to
25% of the course credit hours. Thus, AOU students experience the
benefits of both the open and traditional university systems.

The Artificial Intelligence programme will be delivered through two
complementary modes:

1. Face-to-face interactive tutorials, constituting 25% of course credit
hours.

2. Interactive self-learning delivered through specially designed
teaching and support materials that are conducive for self-
learning, constituting 75% of course credit hours.
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Learning Outcomes — Al Pathway

3A. Knowledge and understanding

Students work independently with the teaching materials but are
encouraged to form self-help groups with other students, communicating
face-to-face, email and computer conferencing.

Assessment Strategy: Assessment of the knowledge and understanding
components of the Artificial Intelligence programme is achieved through
a combination of continuous assessment and exams. These assessments
are central to the teaching of each module, enabling tutors to identify and
comment on student knowledge and understanding. Every major module
comprises of:

= Tutor marked assignments (TMAS)
= Midterm Assessment (MTA)
=  Final Exam
However, other assessment mechanisms are used for specific modules

and graduation project.

3B. Co

nitive skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the Al programme should be able to:

Learning and teaching strategy: Cognitive skills and processes are
introduced at a very simple level at Level 1, primarily via material specifically
designed to develop mathematical, programming and technological skills in a
progressive way. Although modules at Levels 2 and 3 continue this work,
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3B. Co

nitive skills

B1.

B2.

B3.

B4.

B5.

Use your judgment in applying and selecting a wide range of
applications of Al and an understanding of their suitability to a range
of problem domains.

Construct an abstract model for a given problem and devise
appropriate mechanized techniques to solve the problem

Apply and critically evaluate key computing and Al concepts in a
range of contexts

Select and apply appropriate Al techniques and tools for abstracting,
modelling, problem solving, designing, implementing and testing Al
systems and be aware of the limitations involved

Device and carry out Al project that applies and extends your
knowledge and understanding and critically reflect on the processes
involved and the outcomes of your work

there is significant variation between modules in the degree to which skills
are taught explicitly in the module materials.

Cognitive skills are promoted in the teaching materials via a range of activities
including self-assessment exercises, multi-media tasks and computer-based
investigations. They are supported by tutor led face to face discussions and
activities. Computer conferencing facilities provide an environment for
interaction bringing students, tutors and module team’s members together for
critical discussions and guidance. Tutor feedback aids the development of
these skills.

Assessment Methodology: Assessment of the cognitive skills of the
programme are achieved through a combination of continuous assessment:
Every major module comprises of:

= Tutor marked assignments (TMAS)

=  Midterm Assessment (MTA)

* Final Exam

The cognitive skills are assessed by questions asking for the application of
concepts in new situations for analysis, for synthesis, etc., In some modules,
this skill will be assessed using more open-ended design, investigative and
project activities.

However, other assessment mechanisms are used for specific modules and
graduation project
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3C. Practical and professional skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the Al programme should be able to:

C1.

C2.

Cs.

CA4.

C5.

Plan, analyse, design, develop and maintain reliable Al software,
with particular regard to Intelligent Systems using appropriate
programming paradigms and languages.

Deploy modern software tools for construction of Al solutions and
applications to solve practical problems.

Test and critically evaluate different machine learning and Al
software solutions.

Explain the risks aspects associated with various intelligent
systems.

Address the professional, ethical, social and legal issues that
may arise during the development and use of Al systems

Learning and teaching strategy: Practical and professional skills are taught
cumulatively throughout the programme. Students are exposed to a variety of
introductory courses, which would lead to more advanced courses in Artificial
Intelligence. These skills are developed and enhanced through the teaching
and communication with the tutor. Modules will include supplementary
material that will enrich the learning experience and increase the knowledge
learnt. Some modules will adopt the practical hands-on approach that aim to
develop the student’s skills in the contexts of computation, testing and
analysis. Some modules will include specialised software and tools that will
improve the teaching strategy. Modules also provide study guides,
assignment and project guides and specimen examination papers. Feedback
on assignments provides individual tuition and guidance.

Students are taught this material through interactive classroom activities and
presentations. In writing their TMA, students make use of different electronic
resources such as the internet and the e-library. AOU has developed its e-
library through the addition of relevant databases which include academic
refereed journals, publications, and conference proceedings to support the
students in research based assignments.

Assessment Methodology: Assessment of the practical skills of the
programme is achieved through a combination of continuous assessment:
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3C. Practical and professional skills

= Tutor marked assignments (TMAS)
= Midterm Assessment (MTA)

= Final Exam
However, other assessment mechanisms are used for specific modules and
graduation project

3D. Key/transferable skills

Learning outcomes:

Learning and teaching strategy/ assessment methods

Students graduating from the Al programme should be able to:

D1.

D2.

D3.

D4.

Recognize and understand a range of technological and real-world
problems and select suitable Al techniques for solving them

Find, assess and apply information from a variety of sources,
using information technology where appropriate

Communicate information, arguments, ideas and issues clearly
and in appropriate ways, bearing in mind the audience for and the
purpose of the communication

Work independently, planning, monitoring, reflecting on and
improving your own learning

Learning and teaching strategy: Transferable skills are developed
throughout the programme. The skills of research, presentation, self-
reflection and communication are essential to all modules and are
increasingly developed as the student progresses throughout the programme.
The interactive blended learning delivered through specially designed support
material helps students to enhance their own independent learning skills.
AOU expect students to naturally develop the skills of learning to learn as they
develop through the suite of modules, and this is drawn to their attention
through a combination of skills based assessment and tutor feedback during
face-to-face tutorials and feedback to assignments.

Level-1 and level-2 modules supports the students in acquiring basic skills
and level 3 modules expect students to show application of skills developed
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3D. Key/transferable skills

earlier levels. Higher level modules aim to develop students’ ability to conduct
independent research using a variety of databases and websites, and to
develop group-working skills. As work becomes more complex at these
modules, students are tested on their abilities to respond positively to
feedback from a variety of audiences, as well as to manage increasingly large
workloads.

Assessment Methodology: Assessment of the key skills of the programme
is achieved through a combination of continuous assessment:

= Tutor marked assignments (TMAS)
=  Midterm Assessment (MTA)
= Final Exam
In some cases the assessment is implicit, but where the relevant skills have

been taught in the related course material the assessment is generally
explicit.

However, other assessment mechanisms are used for specific modules and
graduation project
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3.2 Learning Outcomes of Exit Awards of All ITC Pathways

3.2.1 Certificate of Higher Education in Information Technology and Computing
(120 points)

a) CertHE IT & Computing

b) CertHE IT & Computing (Computing with Business)
c) CertHE IT & Computing (Data Science)

d) CertHE IT & Computing (Cyber Security)

e) CertHE IT & Computing (Artificial Intelligence)

a) CertHE IT & Computing
for the 4 pathways:
¢ Information Technology and Computing
e Computer Science
o Networking and Security
e Web Development

Requirements for the CertHE IT & Computing

Level 1 (AOU) = Level 4 (OU)
Code | Module Title Source | Points | CHs
TM105 | Introduction to Programming AOU 15 4
TM103 | Computer Architecture and Organization AOQOU 15 4
MT131 | Discrete Mathematics AOU 15 4
MT132 | Linear Algebra AOU 15 4
M110 | Python Programming AOU 30 8
TM112 | Introduction to Computing and Information ou 30 8
Technology
120 32

Educational aims

The aim of this certificate is to equip students with the basic skills and knowledge that you
will need to underpin a career in the computing and IT sector. It will develop your knowledge
and understanding of the fundamental technologies, techniques and trends of modern
digital technology and introduce you to some of the issues involved in their application. You
will gain some practical experience in the use of a modern programming environment and
ubiquitous computing devices.

Learning outcomes

A. Knowledge and understanding of:
Students completing 120 points from the CertHE IT & Computing should be able to:

Al. Describe the principles and concepts associated with the technology of computers

A2. Recognise a range of contexts in which computers and digital communication
systems are used.

A3. Outline some trends and issues in Information Technology and Computing.
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A4. Integrate the lifecycle of computing and IT systems,

B. Cognitive Skills:
Students completing 120 points from the CertHE IT & Computing should be able to:

B1l. Evaluate and Differentiate between IT and Computing systems.

B2. Appraise and illustrate some principles of ITC technologies.

B3. Distinguish the features and specifications of hardware based, software based IT and
Computing systems.

B4. Analyse ITC systems’ processes and outcomes through small projects.

C. Practical and/or professional Skills:
Students completing 120 points from the CertHE IT & Computing should be able to:

C1. Develop small computing and IT projects.

C2. Choose IT computing systems, according to particular demand.
C3. Organize themselves and their work.

C4. Manage risk in unstructured environments.

D. Transferable skills:
Students completing 120 points from the CertHE IT & Computing should be able to:

D1. Demonstrate the ability to work independently and as part of a team,
D2. Communicate and report.

D3. Apply problem-solving skills in an IT context.

D4. Use data and information in IT context.

D5. Exhibit ability to use the appropriate numerical and mathematical skills.
D6. Conduct own self learning for lifelong learning.

b) CertHE IT & Computing (Computing with Business)

Requirements for the CertHE IT & Computing (Computing with Business)

Level 1 (AOU) = Level 4 (OU)
Code Module Title Source | Points | CHs
TM105 | Introduction to Programming AOU 15 4
TM103 | Computer Architecture and Organization AOU 15 4
MT131 | Discrete Mathematics AOU 15 4
MT132 | Linear Algebra AQOU 15 4
M110 Python Programming AOU 30 8
BUS110 | Introduction to Business AOU 30 8
120 32

Educational aims

The aim of this certificate is to equip you with the basic skills and knowledge that you will
need to underpin a career in the computing and IT sector. It will develop your knowledge
and understanding of the fundamental technologies, techniques and trends of modern
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digital technology and introduce you to some of the issues involved in their application. You
will gain some practical experience in the use of a modern programming environment and
ubiquitous computing devices.

Learning outcomes

A. Knowledge and understanding of:
Students completing 120 points from the CertHE IT & Computing (Computing with
Business) should be able to:

Al. Explain the key concepts of computing, data management and analysis, including
principles of design and implementation of IT project, and the representation and
meaning of data in a business context.

A2. Integrate legal managerial and professional issues in computing.

A3. Explain the key concepts of programming languages, algorithms, methods and
technigues.

A4. ldentify Information systems technology including data structure, data bases and the
internet.

A5. Choose the methods and tools used for IT projects and service management.

A6. Identify decision making and support tools.

A7. Recognize the key concepts of financial management, and human resource
management.

A8. Recognize the key concepts of strategic planning and management of change.

B. Cognitive Skills:
Students completing 120 points from the CertHE IT & Computing (Computing with
Business) should be able to:

B1l. Analyse practical problems, and use software development concepts to design and
evaluate solutions to them.

B2. Describe, compare and contrast a variety of IT project management methods and
tools, identifying the best choices to apply to specific problems.

B3. Explain the various roles, functions and interactions of members of a project
management team;

B4. Appraise business concepts and models and apply them to different aspects of
business behaviour.

B5. Evaluate business decisions and government business policy.

C. Practical and/or professional Skills:
Students completing 120 points from the CertHE IT & Computing (Computing with
Business) should be able to:

C1. Design, develop, test, appraise, maintain and support computer systems in a
business computing environment that are well structured, reliable and usable. They
should be able to apply their knowledge to analyse business problems, prepare
strategies and make effective decisions to solve such problems.
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C2. Use modern decision making management tools.
C3. Manipulate ethical, social and legal issues that may arising from IT project
management and use, and from business decisions and policies. Manipulate

D. Transferable skills:
Students completing 120 points from the CertHE IT & Computing (Computing with
Business) should be able to:

D1. Demonstrate independency in learning, planning, monitoring, and work
accomplishment.

D2. Communicate effectively with team members, managers and customers.

D3. Plan and manage a project to complete within budget and schedule, appreciate the
legal and professional implications of their work and present their work in the form
of report.

D4. Find, assess and apply information from a variety of sources, using information
technology where necessary.

D5. Use numerical and analytical techniques to solve problems showing in depth
knowledge of IT and business management.

c) CertHE IT & Computing (Data Science)

Requirements for the CertHE IT & Computing (Data Science)

Level 1 (AOU) = Level 4 (OU)
Code | Module Title Source | Points | CHs
M140 | Introducing statistics ou 30 8
MT131 | Discrete Mathematics AOU 15 4
MT132 | Linear Algebra AOU 15 4
M110 | Python Programming AOU 30 8
TM112 | Introduction to Computing and Information ou 30 8
Technology
120 32

Educational aims

Students will learn theories and techniques that will equip them with a range of basic skills
in computer programming and data analysis that form the basis of evidence-based decision
and policy making across a range of public and private businesses. This qualification will
provide students with a base across discipline areas and the opportunity to specialize in
one or more of these if they pursue further study or employment in computing or data
science. Together with developing knowledge and understanding of the fundamental
concepts, techniques and technologies, and issues involved in their application.

Learning outcomes

A. Knowledge and understanding of:

Students completing 120 points from the CertHE IT & Computing (Data Science)
should have knowledge and understanding of:
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Al. A range of methods for analysing statistical data

A2. Basics of calculus, matrices and vectors

A3. The fundamental principles, concepts and techniques underlying computing and IT

A4. The range of situations in which computing and IT systems are used and the
possibilities and limitations of such systems

A5. The ethical and legal issues associated in data science

B. Cognitive Skills:
Students completing 120 points from the CertHE IT & Computing (Data Science)
should be able to:

B1.Use their judgement in selecting and applying a range of basic mathematical and
statistical tools and techniques to solve some elementary real world problems

B2.Construct appropriate statistical models and draw justifiable inferences using
gualitative and quantitative problem-solving skills

B3. Apply computing and IT concepts, techniques and tools appropriately

C. Practical and/or professional Skills:
Students completing 120 points from the CertHE IT & Computing (Data Science)
should be able to:

Cl. Be anindependent learner, able to acquire further knowledge with minimal guidance

or support

C2. Use appropriate professional tools, including programming languages, to support
your work

C3. Apply basic mathematical, statistical and computational concepts, principles and
methods

C4. Identify and address the ethical, social and legal issues that may arise during the
development and use of computing and IT systems

D. Transferable skills:
Students completing 120 points from the CertHE IT & Computing (Data Science)
should be able to:

D1. Communicate information, arguments, ideas and issues clearly and in appropriate
ways, bearing in mind the audience for and the purpose of the communication

D2. Find, assess and apply information from a variety of sources, using information
technology where appropriate

D3. Select, and use accurately, appropriate statistical and mathematical techniques to
solve problems

D4. Recognize and understand a range of technological and practical problems and
select suitable techniques for solving them

d) CertHE IT & Computing (Cyber Security)

Requirements for the CertHE IT & Computing (Cyber Security)

Level 1 (AOU) = Level 4 (OU)
Code | Module Title Source | Point | CHs
TM129 | Technologies in practice ou 30 8
MT131 | Discrete Mathematics AOU 15 4
MT132 | Linear Algebra AOU 15 4
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M110 | Python Programming AOU 30
TM112 | Introduction to Computing and Information ou 30
Technology
120 | 32

Educational aims

The aim of this certificate is to equip you with the basic skills and knowledge that you will
need to underpin a career in the computing and IT sector. It will develop your knowledge
and understanding of the fundamental technologies, techniques and trends of modern
digital technology and introduce you to some of the issues involved in their application. You
will gain some practical experience in the use of a modern programming environment and
ubiquitous computing devices.

Learning Outcomes

A. Knowledge and understanding:
Students completing 120 points from the CertHE IT & Computing (Cyber Security)
should be able to:

Al. Indicate basic principles, concepts and techniques in relation to secure digital
systems.

A2. Identify basic theories, and practices of networking and security

A3. Describe basic steps for development and implementation of secure systems.

A4. Recognize main professional, psychological, ethical, social and legal issues in IT.

B. Cognitive Skills:
Students completing 120 points from the CertHE IT & Computing (Cyber Security)
should be able to:

B1l. Evaluate key digital and cybersecurity concepts in a range of contexts.
B2. Select appropriate techniques and tools for abstracting cybersecurity systems.
B3. Compare specifications of digital systems from a security perspective

C. Practical and/or professional Skills:
Students completing 120 points from the CertHE IT & Computing (Cyber Security)
should be able to:

C1. Design outlines of a Cyber Security system

C2. Organize yourself and your work appropriately.

C3. Address basic professional, ethical, social and legal issues in IT
C4. Use appropriate tools to support your work

D. Transferable skills:
Students completing 120 points from the CertHE IT & Computing (Cyber Security)
should be able to:
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D1. Communicate information with specialized and non-specialized audiences
through documentation and presentation skills.

D2. Demonstrate working skills including initiation and commitment as well as the
ability to work individually and as part of a team.

D3. Select, and use accurately, appropriate numerical techniques to solve problems.

D4. Use information retrieval skills

D5. Manage their own learning and development.

e) CertHE IT & Computing (Artificial Intelligence)

Requirements for the CertHE IT & Computing (Artificial Intelligence)

Level 1 (AOU) = Level 4 (OU)
Code | Module Title Source | Points | CHs
MT141 | Introduction to Probability and Statistics AQOU 15 4
TM103 | Computer Architecture and Organization AOU 15 4
MT131 | Discrete Mathematics AOU 15 4
MT132 | Linear Algebra AOU 15 4
M110 | Python Programming AOU 30 8
TM112 | Introduction to Computing and Information ou 30 8
Technology
120 32

Educational aims

The aim of this certificate is to equip you with the basic skills and knowledge that you will
need to underpin a career in the computing and IT sector. It will develop your knowledge
and understanding of the fundamental technologies, techniques and trends of modern
digital technology and introduce you to some of the issues involved in their application. You
will gain some practical experience in the use of a modern programming environment and
ubiquitous computing devices.

Learning outcomes

A. Knowledge and understanding of:
Students graduating from the CertHE IT & Computing (Artificial Intelligence) should
be able to:

Al. Recognize the mathematical and statistical foundations of Al computing systems
along with comprehensive knowledge of programming languages.

A2. Identify principles and tools available to software development processes and
methodologies.

A3. Indicate basics concepts that enable understanding of machine learning.

A4. Describe systems requirements for Al problems.

A5. Recognize basic professional, psychological, ethical, social and legal issues in the Al
field.

B. Cognitive Skills:
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Students graduating from the CertHE IT & Computing (Artificial Intelligence) should

be able to:

B1l. Use yourjudgment in applying and selecting a range of simple applications in Al.
B2. Construct an abstract model for a given problem.

B3. Apply and evaluate key computing and Al concepts in a range of contexts

B4. Select basic techniques to solve and abstract Al problems

B5. Device simple programming project that applies and extends your knowledge and

understanding

C. Practical and/or professional Skills:
Students graduating from the CertHE IT & Computing (Artificial Intelligence) should

be able to:

C1l. develop simple programmes, using appropriate programming paradigms and
languages.

C3. Test and critically evaluate different machine learning and Al software solutions.

C4. Explain the risks aspects associated with various intelligent systems

C5. Address professional, ethical, social and legal issues that may arise during the

development and use of Al systems

D. Transferable skills:
Students graduating from the CertHE IT & Computing (Artificial Intelligence) should

be able to:

D1. Recognize and understand a range of technology in computing field.

D2. Find information from a variety of sources, using information technology where
appropriate

D3. Communicate information, ideas and issues clearly and appropriately,

D4. Work independently, planning, monitoring, reflecting on and improving your own

learning

3.2.2 Diploma of Higher Education in Information Technology and Computing (240

points)

a) DipHE IT & Computing

b) DipHE IT & Computing (Computer Science)

c) DipHE IT & Computing (Networking & Security)

d) DipHE IT & Computing (Web Development)

e) DipHE IT & Computing (Computing with Business)
f) DipHE IT & Computing (Data Science)

g) DipHE IT & Computing (Cyber Security)

h) DipHE IT & Computing (Artificial Intelligence)

a) DipHE IT & Computing
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Requirements for the DipHE IT & Computing

Level 1 (AOU) = Level 4 (OU)
Code | Module Title Source | Points | CHs
TM105 | Introduction to Programming AOU 15 4
TM103 | Computer Architecture and Organization AOU 15 4
MT131 | Discrete Mathematics AOU 15 4
MT132 | Linear Algebra AOU 15 4
M110 | Python Programming AOU 30 8
TM112 | Introduction to Computing and Information ou 30 8
Technology
120 32
Level 2 (AOU) = Level 5 (OU)
Code Module Title Source | Points | CHs
M269 | Algorithm, Data structure and Computability ou 30 8
M251 | Object-Oriented Programming using Java AOU 30 8
TM255 | Communication and Information Technologies | OU 30 8
T215B | Communication and Information Technologies | OU 30 8
—PartB
120 32

Educational aims

The aim of this diploma is to equip you with the knowledge and skills you will need to
underpin a broad-based career in the computing and IT sector. As an independent learner
you will gain many transferable skills — such as communication, numeracy and
organisational — that are valued by employers. You will also acquire an understanding of
the fundamental concepts, technologies and techniques applicable to both computing and

IT.

Learning outcomes

A. Knowledge and understanding of:
Students completing 240 points from the DipHE IT & Computing should be able to:

Al. Describe and evaluate the principles, concepts and techniques associated with the
technology of computers and digital communication systems.
A2. Recognise a range of contexts in which computers and digital communication
systems are used and ways in which users interact with them.
A3. Outline trends and issues in Information Technology and Computing.
A4. Integrate the lifecycle of computing and IT systems, including the integration of theory
and practice to solve problems.

B. Cognitive Skills:
Students completing 240 points from the DipHE IT & Computing should be able to:
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B1l. Evaluate and Differentiate between IT and Computing systems, including hardware
based, software based or system based contexts.

B2. Appraise and illustrate principles of ITC technologies for abstracting, modelling, and
problem-solving in the fields of Information Technology and Computing.

B3. Distinguish the features and specifications of hardware based, software based IT and
Computing systems.

B4. Analyse ITC systems’ processes and outcomes through small projects.

C. Practical and/or professional Skills:
Students completing 240 points from the DipHE IT & Computing should be able to:

C1. Design, develop, and manage small computing and IT projects.

C2. Examine, compare, compile, and choose IT computing systems, according to
particular demand.

C3. Plan and organize themselves and their work appropriately.

C4. Manage risk and complexity in unstructured environments.

D. Transferable skills:
Students completing 240 points from the DipHE IT & Computing should be able to:

D1.Demonstrate the ability to work independently and as part of a team, identifying
problems, developing and documenting solutions, and making effective use of ICT for
project management, communication and collaboration.

D2. Communicate and report effectively in an Information Technology and Computing

context.

D3. Apply problem-solving skills in an Information Technology and Computing context.

D4. analyse and use data and information effectively in Information Technology and

Computing context.

D5. Exhibit ability to use the appropriate numerical and mathematical skills.

D6. Conduct own self learning to the extent that they are prepared for lifelong learning

after graduating.

b) DipHE IT & Computing (Computer Science)

Requirements for the DipHE IT & Computing (Computer Science)

Level 1 (AOU) = Level 4 (OU)
Code | Module Title Source | Points | CHs
TM105 | Introduction to Programming AOU 15 4
TM103 | Computer Architecture and Organization AOU 15 4
MT131 | Discrete Mathematics AOU 15 4
MT132 | Linear Algebra AOU 15 4
M110 Python Programming AOU 30 8
TM112 | Introduction to Computing and Information Oou 30 8
Technology
120 32
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Level 2 (AOU) = Level 5 (OU)
Code | Module Title Source | Points | CHs
M269 Algorithm, Data structure and Computability ou 30 8
M251 M251 Object-Oriented Programming using Java AQOU 30 8
TT284 | Web Technologies ou 30 8
TM298 | Operating Systems AOU 15 4
TM240 | Computer Graphics and Multimedia AOU 15 4
120 32

Educational aims

The aim of this diploma is to equip you with the knowledge and skills you will need to
underpin a broad-based career in the computing and IT sector. As an independent learner
you will gain many transferable skills — such as communication, numeracy and
organisational — that are valued by employers. You will also acquire an understanding of
the fundamental concepts, technologies and techniques applicable to both computing and
IT.

Learning outcomes

A. Knowledge and understanding of:
Students completing 240 points from the DipHE IT & Computing (Computer Science)
should be able to:

Al. Define and effectively use the key concepts of computer science.

A2. Recognise the methods and tools used to develop software solutions.

A3. Explain the key concepts of software development, integration and maintenance,
including principles of design and programming.

A4. Describe the different approaches and methods/techniques of representing, data,
including.

A5. Integrate the key concepts related to Computer Science, including algorithms, data
structures, computability, object-oriented programming languages, Web
technologies.

A6. Discover and select novel solutions in a range of situations in which computer
science can be applied, and the ethical, social and legal problems that computer
science can create and solve.

B. Cognitive Skills:
Students completing 240 points from the DipHE IT & Computing (Computer Science)
should be able to:

B1. Interpret problems, and design novel solutions to them.

B2. Explain key software development concepts and apply them to practical problems.

B3. Distinguish between some software design and development methods and tools.

B4. Compare software development methods and tools to identifying the best choices to
be applied for specific problems.
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B5. Appreciate the roles, functions and interactions of members of a software “solution’
development team.
B6. Evaluate as computational thinker how to provide efficient computing solutions.

C. Practical and/or professional Skills:
Students completing 240 points from the DipHE IT & Computing (Computer Science)
should be able to:

C1. Plan, design, and develop computer science applications.

C2. Deploy software tools for construction of computer science solutions and applications
to solve problems.

C3. Evaluate different software solutions.

C4. Integrate computer science base component into a multidisciplinary project.

C5. Handle ethical, social and legal issues in IT.

D. Transferable skills:
Students completing 240 points from the DipHE IT & Computing (Computer Science)
should be able to:

D1. Organise their work independently, planning, monitoring, reflecting on and improving
your own learning.

D2. Categorise work in a group, communicating effectively.

D3. Investigate, find, assess and apply information from a variety of sources.

D4. Apply numerical and analytical techniques to solve problems.

D5. Analyse and effectively use data and information in Computer Science concept.

¢) DipHE IT & Computing (Networking & Security)

Requirements for the DipHE IT & Computing (Networking & Security)

Level 1 (AOU) = Level 4 (OU)
Code | Module Title Source | Points | CHs
TM105 | Introduction to Programming AOU 15 4
TM103 | Computer Architecture and Organization AOU 15 4
MT131 | Discrete Mathematics AOU 15 4
MT132 | Linear Algebra AOU 15 4
M110 Python Programming AOU 30 8
TM112 | Introduction to Computing and Information Oou 30 8

Technology
120 32

Level 2 (AOU) = Level 5 (OU)
Code | Module Title Source | Points | CHs
T216A | Cisco Networking (CCNA)-A ou 30 8
T216B | Cisco Networking (CCNA)-B ou 30 8
TM254 | Managing IT: the why, the what and the how ou 30 8
M251 | Object-Oriented Programming using Java AOU 30 8
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Educational aims

The aim of this diploma is to equip you with the knowledge and skills you will need to
underpin a broad-based career in the computing and IT sector. As an independent learner
you will gain many transferable skills — such as communication, numeracy and
organisational — that are valued by employers. You will also acquire an understanding of
the fundamental concepts, technologies and techniques applicable to both computing and
IT.

Learning outcomes

A. Knowledge and understanding of:
Students completing 240 points from the DipHE IT & Computing (Networking &
Security) should be able to:

Al. Define, identify, and describe the fundamental concepts of Networking including
LANs; WLANs; WANSs; routing; switching; protocols; standards; network
management.

A2. Describe and evaluate the physical principles underlying computer and digital
communication networks, and the mathematical rules governing protocols used in
these networks.

A3. Identify and describe the possibilities and limitations of computer networking together
with the technological inherent in the design of such systems.

A4. Discover novel solutions in a range of situations in which networking can be applied.

A5. Describe the interaction of social, historical, economic, political and personal issues
with networking systems.

A6. Identify the major trends in computer networking and security technologies and
recognise the implications of these trends.

B. Cognitive Skills:
Students completing 240 points from the DipHE IT & Computing (Networking &
Security) should be able to:

B1l. Explain the key concepts related to networks (wired and wireless).

B2. Interpret techniques for modelling, designing, and developing communication
networks, and computer systems. This includes techniques such as simulating tools.

B3. Explain and contrast implementations of networking and communication systems,
making use of technical literature, simulations and/or mathematical modelling, as
appropriate.

B4. Express reasoned arguments about social, historical, economic, political and
personal issues, as they apply to computer networking.

B5. Devise project in networking.

C. Practical and/or professional Skills:
Students completing 240 points from the DipHE IT & Computing (Networking &
Security) should be able to:
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Cl.

Cc2.
C3.
C4.

D.

Use appropriate simulation and modelling tools in order to investigate, design,
evaluate and/or test networking.

Plan and organise themselves and their work appropriately.

Manage risk and complexity and evaluation of Network alternatives.

Discuss and assess alternatives for Networking solutions.

Transferable skills:

Students completing 240 points from the DipHE IT & Computing (Networking &

Se

D1.

D2.

D3.

D4.
D5.
D6.
D7.

curity) should be able to:

Organise and improve their own learning and performance to the extent that they are
prepared for lifelong learning.

Communicate and report effectively in the context of networking and technology by
discussing, describing, and explaining related concepts and ideas.

Demonstrate the ability to work independently and as part of a team, gathering and
evaluating different types of data/information, identifying problems, developing and
documenting solutions, and making effective use of ICT for project management,
communication and collaboration.

Apply appropriate numerical and mathematical skills.

Apply problem-solving skills in the context of networking.

Apply tools to support work in networking.

Survey, retrieve, evaluate and use data/information related to networking.

d) DipHE IT & Computing (Web Development)

Requirements for the DipHE IT & Computing (Web Development)
Level 1 (AOU) = Level 4 (OU)
Code Module Title Source | Points | CHs
TM105 | Introduction to Programming AOU 15 4
TM103 | Computer Architecture and Organization AOU 15 4
MT131 | Discrete Mathematics AOU 15 4
MT132 | Linear Algebra AOU 15 4
M110 Python Programming AOU 30 8
TM112 | Introduction to Computing and Information ou 30 8
Technology
120 32
Level 2 (AOU) = Level 5 (OU)
Code | Module Title Source | Points | CHs
TM254 | Managing IT: the why, the what and the how ou 30 8
M251 | Object-Oriented Programming using Java AOU 30 8
TT284 | Web Technologies ou 30 8
M252 Internet Programming AOU 30 8
120 32
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Educational aims

The aim of this diploma is to equip you with the knowledge and skills you will need to
underpin a broad-based career in the computing and IT sector. As an independent learner
you will gain many transferable skills — such as communication, numeracy and
organisational — that are valued by employers. You will also acquire an understanding of
the fundamental concepts, technologies and techniques applicable to both computing and
IT.

Learning outcomes

A. Knowledge and understanding of:
Students completing 240 points from the DipHE IT & Computing (Web Development)
should be able to:

Al. Explain the principles, concepts and techniques associated with web development,
including an understanding of the design and development processes involved.

A2. Recognise the terms, hypothesis, theories and practices associated with web
development at individual component level.

A3. Demonstrate a range of social, legal, ethical and professional skills required for the
web development discipline within a world-wide context.

A4. Discover novel solutions in a range of situations in which web technologies/solutions
can be applied.

A5. Define the possibilities and limitations of the state of the art web based systems.

A6. Identify and explain of key concepts related to Project Management and Internet
Security.

B. Cognitive Skills:
Students completing 240 points from the DipHE IT & Computing (Web Development)
should be able to:

B1l. Evaluate as computational thinker, to provide efficient web-based solutions.

B2. Associate theory and practice of web development practices and applications.

B3. Correlate between the main concepts/approaches related the state-of-the-art web
technologies to provide web based solutions.

B4. Analyse implementations of web based systems/applications

B5. Devise projects in Web Development.

C. Practical and/or professional Skills:
Students completing 240 points from the DipHE IT & Computing (Web Development)
should be able to:

C1. Design and develop responsive web solutions.

C2. Create web-based systems for different usages.

C3. Plan and organize themselves and their work appropriately; keep systematic records
of work in progress and outcomes.
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C4. Examine and enhance the development of web based systems and portals through
an iterative process.

C5. Evaluate the Key Performance Indicators of interactive design.

C6. Manage risk and complexity in their work.

D. Transferable skills:
Students completing 240 points from the DipHE IT & Computing (Web Development)
should be able to:

D1. Organise own learning and performance to the level that they are prepared for lifelong
learning after graduating.

D2. Show and demonstrate a range of transferable skills in, problem solving,
communication, project management, self-management, working individually.

D3. Retrieve and reflect the use of data/information in a web development context.

D4. Apply appropriate numerical and mathematical skills to solve practical problems
related to web development.

e) DIipHE IT & Computing (Computing with Business)

Requirements for the DipHE IT & Computing (Computing with Business)

Level 1 (AOU) = Level 4 (OU)
Code Module Title Source | Points | CHs
TM105 | Introduction to Programming AOU 15 4
TM103 | Computer Architecture and Organization AOU 15 4
MT131 | Discrete Mathematics AOU 15 4
MT132 | Linear Algebra AOU 15 4
M110 Python Programming AOU 30 8
BUS110 | |ntroduction to Business AOU 30 8
120 32
Level 2 (AOU) = Level 5 (OU)
Code | Module Title Source | Points | CHs
B207A | Shaping Business Opportunities - A ou 30 8
B207B | Shaping Business Opportunities - B ou 30 8
M251 | Object-Oriented Programming using Java AOU 30 8
TM254 | Managing IT: the why, the what and the how ou 30 8
120 32

Educational aims

The aim of this diploma is to equip you with the knowledge and skills you will need to
underpin a broad-based career in the computing and IT sector. As an independent learner
you will gain many transferable skills — such as communication, numeracy and
organisational — that are valued by employers. You will also acquire an understanding of
the fundamental concepts, technologies and techniques applicable to both computing and
IT.
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Learning outcomes

A. Knowledge and understanding of:
Students completing 240 points from the DipHE IT & Computing (Computing with
Business) should be able to:

Al.

A2.

A3.

A4.

A5.

AG.

A7.

A8.

Explain the key concepts of computing, data management and analysis, including
principles of design and implementation of IT project, and the representation and
meaning of data in a business context.

Integrate legal managerial and professional issues in computing.

Explain the key concepts of programming languages, algorithms, methods and
techniques.

Identify Information systems technology including data structure, data bases and the
internet.

Choose the methods and tools used for IT projects and service management.
Identify decision making and support tools.

Recognize the key concepts of financial management, and human resource
management.

Recognize the key concepts of strategic planning and management of change.

B. Cognitive Skills:
Students completing 240 points from the DipHE IT & Computing (Computing with
Business) should be able to:

B1.

B2.

B3.

B4.

B5.

Analyse practical problems, and use software development concepts to evaluate
solutions to them.

Describe, compare and contrast IT project management methods, identifying the best
choices to apply to specific problems.

Explain the roles, functions and interactions of members of a project management
team.

Appraise business concepts and models and apply them to different aspects of
business behaviour.

Evaluate business decisions and government business policy.

C. Practical and/or professional Skills:
Students completing 240 points from the DipHE IT & Computing (Computing with
Business) should be able to:

C1.

C2.
Cs.

Design, develop, and support computer systems in a business computing
environment. They should be able to apply their knowledge to analyse business
problems.

Use modern decision making management tools.

Manipulate ethical, social and legal issues that may arising from IT project
management.

D. Transferable skills:
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Students completing 240 points from the DipHE IT & Computing (Computing with
Business) should be able to:

D1. Demonstrate independency in learning, planning, monitoring, and work
accomplishment.

D2. Communicate effectively with team members.

D3. Plan and manage a project to complete within budget and schedule, appreciate the
legal and professional implications of their work and present their work in the form
of report.

D4. Find information from a variety of sources, using information technology where
necessary.

D5. Use numerical and analytical techniques to solve problems showing in depth
knowledge of IT and business management.

f) DipHE IT & Computing (Data Science)

Requirements for the DipHE IT & Computing (Data Science)

Level 1 (AOU) = Level 4 (OU)
Code Module Title Source | Points | CHs
M140 | Introducing statistics ou 30 8
MT131 | Discrete Mathematics AOU 15 4
MT132 | Linear Algebra AOU 15 4
M110 | Python Programming AOU 30 8
TM112 | Introduction to Computing and Information ou 30 8
Technology
120 32
Level 2 (AOU) = Level 5 (OU)
Code Module Title Source | Points | CHs
MT248 | Analysing data ou 15 4
M269 Algorithms, data structures and computability ou 30 8
MST224 | Mathematical methods ou 30 8
MT?249 | Practical modern statistics ou 15 4
M218 Relational Databases AOU 15 4
M238 Data Visualization AOU 15 4
120 32

Educational aims

Students will learn theories and techniques that will equip them with a range of skills to
analyse and visualize complex data and guide evidence-based decision and policy making
across a range of public and private organizations. This qualification will provide them with
a broad base across discipline areas and the opportunity to specialize in one or more of
these if they pursue further study or employment in data science. Together with developing
knowledge and understanding of the fundamental concepts, techniques and technologies,
and issues involved in their application.
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Learning outcomes

A. Knowledge and understanding of:
Students completing 240 points from the DipHE IT & Computing (Data Science) should
have knowledge and understanding of:

Al. a range of simple and more advanced methods for analysing and visualizing
statistical data

A2. calculus, differential equations, linear algebra, multivariable calculus and vector
calculus

A3. the fundamental principles, concepts and techniques underlying computing and
IT, relational databases and the range of models used to support the analysis and
design of computing and IT systems

A4. the range of situations in which computing and IT systems are used in data analysis
and the possibilities and limitations of such systems

A5. the ethical and legal issues associated with computing

B. Cognitive Skills:
Students completing 240 points from the DipHE IT & Computing (Data Science) should
be able to:

B1. use their judgement in applying and selecting a wide range of mathematics and
statistics tools and techniques to solve real world problems

B2. construct appropriate mathematical and statistical and visualization to draw
justifiable inferences in qualitative and quantitative problem-solving skills

B3. reason with abstract concepts

B4. select, apply and critically evaluate key database, computing and IT concepts and
tools in a range of contexts

C. Practical and/or professional Skills:
Students completing 240 points from the DipHE IT & Computing (Data Science) should
be able to:

C1. be an independent learner, able to acquire further knowledge with minimal guidance
or support

C2. use appropriate professional tools, including programming languages and algorithms
to support your work

C3. apply mathematical, visualization, statistical and computational concepts, principles
and methods

C4. analyse and evaluate problems and plan strategies for their solution

C5. identify and address the ethical, social and legal issues that may arise during the
development and use of computing and IT systems.

D. Transferable skills:
Students completing 240 points from the DipHE IT & Computing (Data Science) should
be able to:

D1. communicate information, arguments, ideas and issues clearly and in appropriate
ways, bearing in mind the audience for and the purpose of the communication

D2. find, assess and apply information from a variety of sources, using information
technology where appropriate
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D3. prepare mathematical, visualization, statistical and computational content for a range
of purposes, which may include writing for both specialist and non-specialist
audiences

D4. recognize and understand a range of database, technological and practical
problems and select suitable techniques for solving them.

g) DipHE IT & Computing (Cyber Security)

Requirements for the DipHE IT & Computing (Cyber Security):

Level 1 (AOU) = Level 4 (OU)
Code | Module Title Source | Point | CHs
TM129 | Technologies in practice ou 30 8
MT131 | Discrete Mathematics AOU 15 4
MT132 | Linear Algebra AOU 15 4
M110 | Python Programming AOU 30 8
TM112 | Introduction to Computing and Information ou 30 8
Technology
120 | 32
Level 2 (AOU) = Level 5 (OU)
Code | Module Title Source | Point | CHs
TT284 | Web technologies ou 30 8
T216A | Cisco networking (CCNA) partl ou 30 8
T216B | Cisco networking (CCNA) part2 TM357 ou 30 8
TM256 | Cyber Security ou 30 8
120 32

Educational aims

The aim of this diploma is to equip you with the knowledge and skills you will need to
underpin a broad-based career in the computing and IT sector. As an independent learner
you will gain many transferable skills — such as communication, numeracy and
organisational — that are valued by employers. You will also acquire an understanding of
the fundamental concepts, technologies and techniques applicable to both computing and
IT.

Learning Outcomes

A. Knowledge and understanding:
Students completing 240 points from the DipHE IT & Computing (Cyber Security)
should be able to:

Al. |Indicate a range of the fundamental principles, concepts and techniques in
relation to secure digital systems and their secure use.

A2. Identify theories, and practices of cybersecurity within networked systems
including an appreciation of a range of methods, models and tools to support
secure management
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A3.

A4.

A5.

Describe the development and implementation of secure systems as well as
methods and tools used in the design and implementation.

Recognize the professional, psychological, ethical, social and legal issues that
can be associated with the development and deployment of digital systems
Demonstrate the ability to develop and apply digital solutions appropriate to
security examination.

B. Cognitive Skills:
Students completing 240 points from the DipHE IT & Computing (Cyber Security)
should be able to:

B1.
B2.

B3.

BS.

Apply and evaluate key digital and cybersecurity concepts in a range of contexts.

Select and apply appropriate techniques and tools for abstracting, modelling,
problem solving, designing cybersecurity systems.

Compare and refine specifications and implementations of digital systems from a

cybersecurity perspective

Appreciate of the risks, safety issues, legislation and regulatory requirements
when designing/managing a cybersecurity-based system

C. Practical and/or professional Skills:
Students completing 240 points from the DipHE IT & Computing (Cyber Security)
should be able to:

Cl.

C2.

Cs.

CA4.

Design digital and cybersecurity systems, using appropriate simulation and
modelling tools where appropriate

Plan and organize yourself and your work appropriately, including keeping
systematic records of work in progress and outcomes

Address the professional, ethical, social and legal issues that may arise during the
development and use of digital and cybersecurity systems

Use appropriate professional tools to support your work

D. Transferable skills:
Students completing 240 points from the DipHE IT & Computing (Cyber Security)
should be able to:

D1.

D2.

D3.

DA4.

Communicate information, findings, arguments efficiently with specialized and
non-specialized audiences through professional documentation and presentation
skills.

Demonstrate professional working skills including initiation, commitment, decision
making as well as the ability to work individually and as part of a team.

Select, and use accurately, appropriate numerical and analytical techniques to
solve problems.

Use information retrieval skills, gathering and evaluating different types of
information
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D5. Manage their own learning and development, including time management and
organizational skills in order to keep up-to-date with digital and Cyber Security
systems

h) DipHE IT & Computing (Artificial Intelligence)

Requirements for the DipHE IT & Computing (Artificial Intelligence)

Level 1 (AOU) = Level 4 (OU)
Code Module Title Source | Points | CHs
MT141 | Introduction to Probability and Statistics AQOU 15 4
TM103 | Computer Architecture and Organization AOU 15 4
MT131 | Discrete Mathematics AOU 15 4
MT132 | Linear Algebra AOU 15 4
M110 | Python Programming AOU 30 8
TM112 | Introduction to Computing and Information ou 30 8
Technology
120 32
Level 2 (AOU) = Level 5 (OU)
Code | Module Title Source | Points | CHs
M269 | Algorithm, Data structure and Computability ou 30 8
TM270 | Artificial intelligence AOU 30 8
TM271 | Machine Learning and Deep learning AOU 30 8
TM275 | Parallel and Distributed Systems AOU 15 4
TM276 | Software Development Processes and AOU 15 4
Methodologies
120 32

Educational aims

The aim of this diploma is to equip you with the knowledge and skills you will need to
underpin a broad-based career in the computing and IT sector. As an independent learner
you will gain many transferable skills — such as communication, numeracy and
organisational — that are valued by employers. You will also acquire an understanding of
the fundamental concepts, technologies and techniques applicable to both computing and
IT.

Learning outcomes

A. Knowledge and understanding of:
Students completing 240 points from the DipHE IT & Computing (Artificial Intelligence)
should be able to:

Al. Recognize the mathematical and statistical foundations of Al computing systems
along with comprehensive knowledge of programming languages, styles, data
structures and algorithms.

A2. Identify principles and tools available to software development processes and
methodologies.
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A3.

A4.

A5.

indicate core disciplines of Al such as machine learning, deep learning, knowledge
extraction and processing, parallel and distributed systems.

Describe systems requirements for both rule-based and data driven systems
including the recognition and analysis of criteria and models leading to specifications
used in the solution of specific Al problems.

Recognize the professional, psychological, ethical, social and legal issues that can
be associated with the development and deployment of Al systems

B. Cognitive Skills:
Students completing 240 points from the DipHE IT & Computing (Artificial Intelligence)
should be able to:

B1.

B2.

B3.
B4.

BS.

Use your judgment in applying and selecting a range of applications of Al and an
understanding of their suitability to a range of problem domains.

Construct an abstract model for a given problem and devise appropriate mechanized
technigues to solve the problem

Apply and evaluate key computing and Al concepts in a range of contexts

Select and apply appropriate Al techniques and tools for abstracting, modelling,
problem solving, and designing Al systems and be aware of the limitations involved
Device Al project that applies and extends your knowledge and understanding and
reflect on the processes involved and the outcomes of your work

C. Practical and/or professional Skills:
Students completing 240 points from the DipHE IT & Computing (Artificial Intelligence)
should be able to:

Cl1.

Cc2.

Cs3.
C4.
Cs5.

Plan, analyse, design, and develop Al software, with particular regard to Intelligent
Systems using appropriate programming paradigms and languages.

Deploy modern software tools for construction of Al solutions and applications to
solve practical problems.

Test and evaluate different machine learning and Al software solutions.
Explain the risks aspects associated with various intelligent systems

Address the professional, ethical, social and legal issues that may arise during the
development and use of Al systems

D. Transferable skills:
Students completing 240 points from the DipHE IT & Computing (Artificial Intelligence)
should be able to:

D1.

D2.

D3.

Recognize and understand a range of technological and real world problems and
select suitable Al techniques for solving them

Find, assess and apply information from a variety of sources, using information
technology where appropriate

Communicate information, arguments, ideas and issues clearly and in appropriate
ways, bearing in mind the audience for and the purpose of the communication
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D4. Work independently, planning, monitoring, reflecting on and improving your own
learning

4. Distinctive features of the programme structure

e Where applicable, this section provides details on distinctive featurs such
as:

» where in the structure above a professional/placement year fits in and how it may
affect progression

» any restrictions regarding the availability of elective modules
» where in the programme structure students must make a choice of pathway/route

The Information Technology and Computing Programme is designed to deliver valuable
pathways with unique set of courses that can help students to equip a set of analytical,
practical and professional skills. This program is designed to meet the requirements of AOU
policies and frameworks. . In addition, the programme complies with the AOU strategic
plan to offer new programmes that meet MENA market’s needs.

The students’ admission in the Information Technology and Computing programme
program is consistent with AOU’s vision and mission. The programme is designed to
allow students from different ages and experiences to join the programme and move on
smoothly. However, some restrictions might be applied according to the local policies at
the offering countries.

The profile of admitting students is according to the mission of AOU and also in compliance
with the programme aims and available resources in the various branches. All freshmen
shall sit for the Language Placement Test in English pursuant to the standards approved
by the University Council. The students, who score low grade in the admission test, shall
register for the English orientation course. However, the credit hours due to such courses
shall not be included in his/her cumulative averages. Students may study for the first
semester of the programme, only the university general requirements. Elective modules
are not part of the 360 points validated by the OU but are present to satisfy overall aims of
the programme and the labour market needs. The programme comprises of two types of
elective modules: faculty mandatory electives and faculty general electives. Students are
allowed to choose modules from the faculty general electives. The elective modules assess
a number of learning outcomes that blend well in terms of covering some of the learning
outcomes of practical and professional skills, and key/transferable skills from the
Information Technology and Computing programme.

In addition to the above mentioned, the programme has the following distinctive features:

e The program will be offered in blended learning teaching style, which provide
our students with more flexibilities in term of completing time and without any
geographical restrictions. All modules are delivered based on a blended learning
model, which consist of 25% face-to-face and 75% is self-learning. The 25% face-
to-face consist of 2 hours per week for 8 CHs module, and 2 hours biweekly for the
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4 and 3 CHs modules or based on local regulations of MoHE, in addition to one
office hour per 2 taught hours. On the other hand, the 75% self-learning depends
on the students’ self-study based on the teaching materials uploaded on the
Central-LMS. Such materials are mainly PowerPoint slides, lectures note, activities,
and other e-resources.

The selected courses in the program are unique and meet the market needs locally
and globally.

Professional staff with good experience in Information Technology and Computing
are hired to deliver the core courses.

The program will enable the students to acquire professional certificates in the
domain of Information Technology and Computing.

Boosted by the collective intelligence of multiple tutor teams at different branches.
The programme will be offered by complying the local requirements of the higher
education ministries in the offering countries.

The Industrial Advisory Board (IAB) members in each branch will update the
demanding labour market skills and support in getting industrial training for the
graduates.

Overall Programme Structure

The 96 Credit Hours core modules are placed in section-3 for revalidation. Students
seeking a BSc (Hons) degree in ITC at AOU must complete at least 131 credit hours
including the 96 CH core modules and 35 AOU requirements.

o ahrwnE

Overall Al Programme Requirements (AOU) (Table-1)
General University requirements (Table-2)

Faculty compulsory Requirements (Table-3)

Faculty elective requirements (Table-4)

Faculty core requirements (Table-5)
Specialization/Core Requirements (Table-6)

Table 1: Programme Requirements

Requirement type Credit Hours
University Requirements/ Mandatory 18
University Requirements/ Electives 3
Faculty Requirements/ Mandatory 8
Faculty Requirements/ Electives 6
Specialization Requirements/ Mandatory 96
Total Credit Hours 131

The details of the previous requirements will be described as follows:

University Requirements/ Mandatory (60 points) (18 Credit Hours)

Table 2: Details of University Requirements (Mandatory)

Module Module Title ‘ Credit ‘ Pre-requisites
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AR113 Arabic Communication Skills 3 -

GB102 Principles of Entrepreneurship for 3 -

GR118 Life Skills and Coexistence 3 -

GT101 Learning and Information 3 -

EL111 English Communication Skills | 3 ELO099

EL112 English Communication Skills Il 3 EL111
Total 18

* The list of modules and/or the modules contents may be updated/replaced as per
AOU university council decision or local accreditation requirements.

University Requirements/ Electives (10 points) (3 Credit Hours)

Table 3: Details of University Requirements (Electives)

MCOS(;IJGI:E sigelliz i CH:E)?J(:S reqlzlri(saites
GR111 Arabic Islamic Civilization 3 --
GR112 Issues and Problems of Development in the 3 -
GR115 Current International Issues and Problems 3 -
GR116 Youth Empowerment 3 -
GR117 Women Empowerment 3 --
GR121 Environment and Health 3 -
GR131 General Branch Requirement 3 -
CH101 Chinese for Beginners (l) 3 -
CH102 Chinese for Beginners (Il) 3 CH101
SL101 Spanish for Beginners (1) 3 -
SL102 Spanish for Beginners (I1) 3 SL101
FR101 French for Beginners (l) 3 --
FR102 French for Beginners (II) 3 FR101

* The list of modules and/or the modules contents may be updated/replaced as per
AOU university council decision or local accreditation requirements.

Faculty Requirements / Mandatory (30 points) (8 Credit Hours)

Table 4: Details of Faculty Requirements (Mandatory)

Module code | Module title Credit Point | Source Pre-
Hours S requisites
MST129 Applied Calculus 4 15 AOU EL099
TM260* Ethics, Law and the 4 15 AOU As per the
Governance in IT pathway*
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* the pre-requisite can be registered in parallel
*The TM260 may be replaced by an applied module as per the local accreditation

requirement.

Faculty Requirements / Elective (20 points) (6 Credit Hours)

Table 5: Details of Faculty Requirements (Electives)

code Module title =] o;l’ g g 8>~ Q| | Pre-requisites
Level 1 (AOU) = Level 4 (OU)
MS102 | Physics v v |v|v |v |¥v|¥Y]|Y|ELL
M109 NET Programming Viv|v|v |v | V|V|Y|ELL
MT101 | General Mathematics | | Y |V |V |V |V |V |V |-
M115* | Python for ML and DS v M110
Level 2 (AOU) = Level 5 (OU)
Compression Methods | ¥/ TM112 &
T™M297 for Multimedia MT131
iti viv M251 &
M277 Competltlvg :
Programming (M269)
TM295 | System Modelling v MT132
Tm290 | CTyPtography and v v TM112
Internet Security
TM287 Web Applications v TM105
Development
v BUS110 &
T™M291 Management
Information Systems TM105
TM280 | Smart loT Systems v'| TM112
Level 3 (AOU) = Level 6 (OU)
MT390 | Image Processing v MT132 & M251
MT372 | Parallel Computing v M269 & M251
MT395" | Applied Cyber Security v v TM260
MT380 | Service Oriented v M251
Architecture
TM391 | E-Commerce v B207B & M251
TM338 | Data Mining v MT249
TM339 | Big Data Analytics v MT249
TM380 Autonomous Robotic v TM271
System

()* can be registered in parallel.
e The Data Science Students are highly recommended to study M115 as an elective

module

e The Cyber Security Students are highly recommended to study MT395 as an elective

module

e MT395* can be an elective module for the all tracks based on advising.

ITC programme specification and curriculum map 2021

Page 97 of 135




The Open
University

¢ Note- The student will not be allowed to take more than one elective module per level
from the above Table-5, according to proper Academic Advising. Core modules of any
pathway might serve as Elective modules for other pathways, according to proper
Academic Advising.

Specialisation/ Core Requirements (96 Credit Hours)

The students are expected to finish each level before moving on to the next level. The
details of core modules are given as follows:

Table 6: Details of Specialization/Core Requirements
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Table 6. Programme Plan of All Pathways of ITC

Level 1 (AOU) = Level 4 (OU)

Code Module title

TM103 Computer Organization and Architecture
TM105 Introduction to Programming
MT131 Discrete Mathematics
MT132 Linear Algebra
M110 Python Programming
TM112 Introduction to Computing and Information Technology
BUS110 Introduction to Business
TM129 Technologies in Practice
M140 Introducing Statistics
MT141  Introduction to Probability and Statistics

Source

AOU
AOU
AOU
AOU
AOU
ou
AOU
ou
ou
AOU

Point

15
15
15
15
30
30
30
30
30
15

CHs

H

S 00 0 0 00 0 b~ b~ b

ITC

AN NENENENEN

120

Level 2 (AOU) = Level 5 (OU)

Code Module title
B207A  Shaping Business Opportunities-A
B207B  Shaping Business Opportunities -B
T216A  Cisco Networking (CCNA)-A

T216B  Cisco Networking (CCNA)-B
M251  Object-Oriented Programming using Java

M269  Algorithms, Data Structures and Computability
TT284  Web Technologies
TM298 Operating Systems
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ou
ou
ou
ou
AOU
ou
ou
AOU

Point

30
30
30
30
30
30
30
15

8
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BUS110
B207A
TM112

T216A
TM105

M110 & MT131
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TM240
TM255
TM254
MT248

MST224

MT249

TM256
T215B
TM275
TM270
TM271
TM276
M252
M218
M238

Code

BUS310
T316
T318

TM351

TM352

The Open
University

Computer Graphics and Multimedia
Communication and Information Technologies
Managing IT: the why, the what and the how
Analysing data

Mathematical methods

Practical modern statistics

Cyber Security

Communication and Information Technologies — Part B
Parallel and Distributed Systems

Artificial intelligence

Machine Learning and Deep learning

Software Development Processes and Methodologies
Internet Programming

Relational Databases

Data Visualization

Level 3 (AOU) = Level 6 (OU)

Module title So:rc Point
Strategic Management AOU 30
Advanced Networking AOU 30
Applied Network Security AOU 30
Data Management and Analysis ou 30

Web, Mobile and Cloud Technologies ou 30
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TM354 Software Engineering ou
TM355 Communications Technology ou
TM356 Intera‘ctlon Design and User ouU
Experience
TM311 Information security ou
TM359 System penetration testing ou
M348  Applied statistical modelling ou
TM358 !\/Iachme learning and artificial ou
intelligence
TM340 Natural Language Processing AOU
TM341 Computer Vision AOU
1321 Oper'at.lng System Server AOU
Administration
TMA471 Graduation Project (ITC pathway) AOU
TMA471 Graduation Project (CS pathway) AOU
TMA471 Graduation Project (NS pathway) AOU
TMA471  Graduation Project (WD pathway) AOU
TMA471 Graduation Project (CwB pathway) AOU
TMA471 Graduation Project (CyS pathway) AOU
TMA471 Graduation Project (DS pathway) AOU
TMA471 Graduation Project (Al pathway) AOU

Total Number of Points per Pathway

* Based on selected pathway
** Based on advising
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ITC Programme’s Pathways - Study Plan

The academic year at AOU consists of two main academic semesters (Fall and Spring),
each consists of 16 weeks, and additional (optional) summer semester of 10 weeks. The
following structure plan is a suggested plan based on Fall and Spring semesters.

¢ Information Technology and Computing Pathway —Recommended Study Plan

First Year
Semester | Modules | Title arEd't Prerequisite
ours
EL111 English Communication Skills | 3 ELO099
1st GR118 Life Skills and Coexistence 3 -
(13CHs) | GT101 | Computing Essentials 3 -
MST129 | Applied Calculus 4 ELO099
AR113 Arabic Communication Skills 3 -
ond EL112 English Communication Skills I1 3 EL111
(14 CHs) | MT131 | Discrete Mathematics 4 EL111
MT132 Linear Algebra 4 EL111
Second Year
Semester | Modules | Title aredlt Prerequisite
ours
GB102 Principles of Entrepreneurship for -
1st L 3
14°CH Non-Specialists
( s) M110 Python Programming 8 EL111
A module from University 3 -
Requirement/Elective
TM112 Introduct_lon to Computing and 8 M110
Information Technology
2nd TM105 | Introduction to Programming 4 EL111
(19 CHs) TM103 Computer Organization and 4 EL111
Architecture
Faculty Elective 3
Third Year
Semester | Modules | Title Credit Prerequisite
Hours
- M251 Object-Oriented Programming using Java 8 TM105
(16 CHs) TM255 Communic_ation and Information 8 TM112
Technologies
M269 Algorithms, Data Structures and 8 M110 &
o Computability MT131
2 T215B Communication and Information 8 TM255
(20 CHs) Technologies — Part B
TM260 Ethics, Law and the Governance in IT 4 TM255
Fourth Year
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Semester | Modules | Title a[)zdrl;[ Prerequisite
TM351 Data Management and Analysis 8 M269 or
M251
15t TM354 Software Engineering 8 M251
(20 CHs) | TM471A | Graduation Project-A TM355 or
4 TM354 or
TM351
) TM355 Communications Technology 8 T215B
n
2 TMA471B | Graduation Project-B 4 TMA4T71A
(15 CHs) -
Faculty Elective 3
e Computer Science Pathway - Recommended Study Plan
First Year
Semester | Modules Title E;idrlst Prerequisite
EL111 English Communication Skills | 3 EL099
15t GR118 Life Skills and Coexistence 3 -
(13CHs) | GT101 Computing Essentials 3 -
MST129 Applied Calculus 4 EL099
AR113 Arabic Communication Skills 3 -
ond EL112 English Communication Skills 11 3 EL111
(14 CHs) | MT131 Discrete Mathematics 4 EL111
MT132 Linear Algebra 4 EL111
Second Year
Semester | Modules Title ﬁgidr'; Prerequisite
GB102 Principles of Entrepreneurship for -
1st L 3
14°CH Non-Specialists
( ) M110 Python Programming 8 EL111
A module from University 3 -
Requirement/Elective
TM112 Introduct_lon to Computing and 8 M110
Information Technology
ond TM105 Introduction to Programming 4 EL111
(19 CHs) TM103 Computer Organization and 4 EL111
Architecture
Faculty Elective 3
Third Year
Semester | Modules Title ﬁlc;idrlst Prerequisite
15t M251 Object-Oriented Programming using 8 TM105
Java
(16 CHs) 282 Web Technologies 8 TM112
2nd M269 Algorithms, Data Structures and 8 M110 &
(20 CHs) Computability MT131
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TM298 Operating Systems 4 TM105 &
TM103
TM240 Computer Graphics and Multimedia 4 MT132 &
TM105
TM260 E:[hICS, Law and the Governance in 4 TT284
Fourth Year
Semester | Modules Title aredlt Prerequisite
ours
TM351 Data Management and Analysis 8 M269 or
M251
15t TM354 Software Engineering 8 M251
(20 CHs) | TM471A Graduation Project-A TM354 or
4 TM351 or
TM358
TM358 Machine learning and artificial 8 M269
ond intelligence
(15 CHs) | TM471B Graduation Project-B 4 TMA471A
Faculty Elective 3
o Network & Security Pathway -Recommended Study Plan
First Year
Semester | Modules Title ﬁredlt Prerequisite
ours
EL111 English Communication Skills | 3 ELO099
1t GR118 Life Skills and Coexistence 3 =
(13CHs) | GT101 Computing Essentials 3 -
MST129 Applied Calculus 4 EL099
AR113 Arabic Communication Skills 3 -
ond EL112 English Communication Skills I1 3 EL111
(14 CHs) | MT131 Discrete Mathematics 4 EL111
MT132 Linear Algebra 4 EL111
Second Year
Semester | Modules Title Credit Prerequisite
Hours
GB102 Principles of Entrepreneurship for Non- -
1st g 3
Specialists
(14 CHs) .
M110 Python Programming 8 EL111
A module from University 3 -
Requirement/Elective
TM112 Introduct_lon to Computing and 8 M110
Information Technology
2nd TM105 Introduction to Programming 4 EL111
(19 CHs) T™M103 Computer Organization and 4 EL111
Architecture
Faculty Elective 3
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Third Year
Semester | Modules Title (Elredlt Prerequisite
ours
45t T216A Cisco Networking (CCNA)-A 8 TM112
(16 CHs) TM254 rI\]/(I)zillcaging IT: the why, the what and the 8 M110
T216B Cisco Networking (CCNA)-B 8 T216A
ond M251 Object-Oriented Programming using 8 TM105
(20 CHs) JEa\i/1a'l L dthe G i T216B
TM260 |'|:[ ics, Law and the Governance in 4
Fourth Year
Semester | Modules Title Credit Prerequisite
Hours
T316 Advanced Networking 8 T216B
1t T318 Applied Network Security 8 T216B
(20 CHs) [TM471A | Graduation Project-A i T316 or T318
or T321
T321 Operating System Server 8 T216A
ond Administration
(15 CHs) | TM471B Graduation Project-B 4 TMA4T71A
Faculty Elective 3
¢ Web Development Pathway -Recommended Study Plan
First Year
Semester | Modules | Title ﬁmd't Prerequisite
ours
EL111 English Communication Skills | 3 ELO099
15t GR118 Life Skills and Coexistence 3 -
(13CHs) | GT101 Computing Essentials 3 -
MST129 | Applied Calculus 4 EL099
AR113 Arabic Communication Skills 3 -
ond EL112 English Communication Skills 11 3 EL111
(14 CHs) | MT131 | Discrete Mathematics 4 EL111
MT132 Linear Algebra 4 EL111
Second Year
Semester | Modules | Title Credit Prerequisite
Hours
GB102 Principles of Entrepreneurship for Non- -
1st - 3
14 CH Specialists
( s) M110 Python Programming 8 EL111
A module from University 3 -
Requirement/Elective
s Introduction to Computing an